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1. OBIIASI XAPAKTEPUCTUKA PABOYEN TPOTPAMMBI YUEBHOM
JACHOUILIUHBI OI1.13 «OCHOBBI TH®OPMAIIMOHHOMN BE3OIACHOCTHU»

1.1.

O0saacTs npuMeHeHust padoyeii NpPOorpaMmsbl

PaGouass mporpamma y4eOHOW IUCHMIUIMHBI SIBJISIETCSI YAcCThIO MPOTPAMMBI ITOATOTOBKH
cnenuanuctoB cpennero 3BeHa (IIIICC3) B coorBerctBun ¢ ®I'OC CIIO no crneunanbHOCTH

09.02.07 HWudopmanmoHHbIE CHCTEMBI

U TIporpaMMHUpPOBaHUE,

BXOJAIIEH B COCTaB

yKpynmHEHHOU rpymibl cnenraabHocTei 09.00.00 MudopmaTika v BEIYUCIUTEIbHAS TEXHUKA.

1.2. Mecto yueonoii mucuumiaudbl B cTpykType IIIICC3: yuyeOHas nucUMILIMHA BXOAWT B
o6rrenpodeccruonanbHbii muki (OI1.13).

1.3. I_[e.m, U NIJTAHUPYEMBIC PE3YJIbTATHI 0CBOCHUSA y‘leﬁHOﬁ AUCIHHUIIJIMHBI

Kon IIK, VYMenus 3Hanusg
OK
OK 01, |- ocymiecTBIsATh TEXHUYECKOE COMPOBOXKICHUE, | - HallMOHATBHOM u
OK 02, | coxpaHeHre M BOCCTaHOBJEHHE 0a3bl JAHHBIX | MEKIYHAPOIHOM CUCTEMBI
OK 05, | uH(DOpPMAIMOHHOW CUCTEMEI, CTaHJapTU3AIUU u
OK 09, | - cocTaBusTh MaaHbl PE3EPBHOIO KOMUPOBAHUS; | cepTUUKALUN u CUCTEMY
OK 10, |- OIIPEEIATh UHTEpPBaJ pe3epBHOro | obecrieueHus KayecTBa
IIK 5.3, | konupoBaHus, MPOIYKIIHH;
I[IK 6.5, |- dopmupoBaTh TpeOOBaHUS K KOH(PUTYpAIUU | - TEPMHHOJOTHS W  METOJBI
IIK 7.3, | noKanabHBIX KOMIIBIOTEPHBIX CETEH U CEPBEPHOTO | PE3EPBHOIO KOIUPOBAHUS,
I[IK 7.5 | obopynoBanus, HEOOXOAUMBIE IS pabOTHI 0a3 | BOCCTaHOBJICHHE WH(OpPMAIUU B

JTaHHBIX U CEPBEPOB B paMKax IOCTABIIEHHOM
3a/1a4u;

- pa3pabarbeIBaTh MOJMTUKY Oe3zomacHocTH SQL
cepBepa, 0a3bl JaHHBIX U OTAENBHBIX OOBEKTOB
0a3bl JaHHBIX

UH()OPMAIIMOHHON CHCTEME,
- TpeboBaHMsI K O€30MaCHOCTH
cepBepa 0a3bl JaHHBIX

B cootBerctBumn ¢ tpedoBanusmMu @I'OC CIIO, npu ocBoeHuu pabodei mporpammoit
y4eOHON JUCIUTUINHBI (POpMUPYIOTCS 00IIHe U MpodecCuoHaTIbHbIE KOMIETEHIUH:

OK 01. Boibupars crocoObl pemeHus 3aaad  Npo(ecCHOHAIBHOW esITeNbHOCTH,
NPUMEHUTENIBHO K Pa3IMYHbIM KOHTEKCTaM.

OK 02. OcymiecTBiATh MOUCK, aHAU3 M UHTEPHpETaLn0 UH()OpMaIUK, HEOOXOIUMOM
JUTSI BBITIOJIHEHUS 3a71a4 TPO(HEeCCUOHATIbHOM e TEIbHOCTH.

OK 05. OcymecTBisITh YCTHYIO U NMUCBMEHHYIO KOMMYHHUKALMIO Ha rOCYJapCTBEHHOM
A3BIKE C YYETOM OCOOEHHOCTEH COLMATbHOIO U KYJIBTYPHOTO KOHTEKCTA.

OK 09.

Hcnonb3oBate MHGpOpPMalMOHHbIE

JESITEIbHOCTH.

OK 10. ITonp3oBarbcs NpodeccHOoHaTbHON JOKYMEHTallMeld Ha TOCYJapCTBEHHOM U
MHOCTPAHHOM $I3bIKaX.

[IK 5.3. PaspaGarbiBaTh MOACHCTEMBI O€30MACHOCTH HH()OPMAIMOHHONW CHUCTEMBI B
COOTBETCTBUU C TEXHUYECKHUM 3a/laHUEM.

[IK 6.5. OcymecTBIATh TEXHUYECKOE COMPOBOXKECHNE, OOHOBJICHHUE W BOCCTAHOBJICHUE
JTAHHBIX UTHQOPMALIMOHHBIX CUCTEM B COOTBETCTBUU C TEXHUUYECKUM 33JaHUEM.

[1K 7.3. ®opmupoBath TpeOOBaHUSA K KOHPHUIYpallUU JIOKaIbHBIX KOMITBIOTEPHBIX CeTel
U CepBEepHOro 000pyAOBaHMsI, HEOOXOIUMBIE I pabOThI 0a3 JaHHBIX U CEPBEPOB.

I[IK 7.5. IlpoBoauTh aynuT cuCTeM Oe30macHOCTHM ©0a3 JaHHBIX U CEpPBEPOB, C
UCIOJIb30BAaHUEM PETJIAMEHTOB IO 3aIlUTe HH()OPMAIIH.

TCXHOJIOTHHU B

npodecCuoHaTbHOU




2. CTPYKTYPA U COJAEP)KAHUE YYEBHOM JUCHUILINHBI

2.1. O0beM y4eOHOM NTMCHUILIMHBI U BUbI Y4eOHOI padoThl

Bup yueOHoii paGoThl

O0neM yacoB

MakcumanbHas yueOHas Harpy3Ka (Bcero) 86
Oos13aTe1bHast aylIUTOPHAs y4eOHasi HATPY3Ka (Bcero) 70
B TOM 4YHCJIE:

TEOPETUYECKHUE 3aHATHS 52
PAKTUYECKHUE 3aHSTUS 18
CamocrosiTesibHasi pa6oTa o0yyalonierocsi (Bcero) 6
Koncyabsranum 4
IIpome:xxyTouHas arrecTanus B popMe IK3aMeHa 6




2.2. TemaTn4eckuii IJIaH U COlep:KaHMe Y4eOHOM AU CHMIIIMHBI

HaumeHoBaHue Conep:kanue yuyeOHOro marepuasa u GopMbl OPraHU3anuM JAesITeJIbHOCTH Oo0bem | OcBanBaemMblie YpoBeHb
pa3/iesioB U TeM o0yyawmmxes B Yacax 3J1eMeHThbI OCBOEHMA
KOMIIeTCHIIUI
1 2 3 4 5
Beenenue Conep:kanue y4eOHOT0 MaTepuaJia 2 OK 01,
1. Beenenue. HMcropus wuHbOpMaNMOHHONW 0€30MaCHOCTUH. AKTYaJIbHOCTb 2 OK 02, 1
UH(POPMALIMOHHOM 0€30MTaCHOCTH OK 05,
Pazzen 1. Yrpossl undopManuonnoii 6e30nacHoCTH 4 OK 09,
Tema 1.1. Cojep:xanue yue0HOro MaTepuaJa 4 OK 10,
OcHoOBHBIC YTPO3BI M | 1 OCHOBHbIC NPHHIMIE HH(POPMALMOHHON OE30MACHOCTH: LEIOCTHOCTS, IK'5.3, 2
TNPHHIOHITBI JOCTYIHOCTb, KOH(PUACHIUAIBHOCTh 2 IIK 6.5,
nH(pOpMAIHOHHOi IK 7.3,
0e30IACHOCTH 2. llonsTtne ySA3BUMOCTH, YIPO3bl, HCTOYHHMKA YIpo3bl HH(POPMAIMOHHON 5 I[IK 7.5
0€30MacHOCTH, X KJIaCCU(PUKALINH
Pa3nes 2. HopmaTuBHO-IpaBOBbIe OCHOBbI HHGOPMALMOHHOI 0€30aCHOCTH 6
Tema 2.1. Coaep:xxanue yue0HOro MaTepHaJia 2
IIpaBoBoe 1. Poccuiickoe 3aKOHOIaTEIBCTBO B 001acTH HH(GOPMAITMOHHON 0€30MTaCHOCTH. 2
o0ecrnieyeHne OTBETCTBEHHOCTb 3a HapyILIEHHE 3aKOHOJAaTEIbCTBA B MHPOPMALIMOHHOI chepe
HHGopMaLOHHOI 2
0e3omacHocTH
Tema 2.2. Copepxanue yueOHOIro MaTepuasa 4
Crangaprsl 1. MexayHapoHble CTaHAapThl HHPOPMAIIMOHHON 6e3omacHOCTH. «OpaHxkeBas 2
uHpopmanuonnoii | kaura»y. ISO/IEC 15408 «OOmme KpuTepuu OIECHKH  0E30MacHOCTH 4
0e3omacHoOCTH UH(POPMAIIMOHHBIX TEXHOJIOTHII. OTteuecTBEHHBIC CTaHJAPTHI
MH(POPMALIMOHHOM 6€30I1aCHOCTH
Paznen 3. Oprann3anuOHHO-TeXHMYECKHE W PeKMMHbIe MeTOJbl o0ecrieyeHUs1 HHPOPMALMOHHOI 10
0€30IaCHOCTH
Tema 3.1. Copnepxanue y4eOHOIo MaTepuaJa 4
AnvunucrpatuBHblii | 1. Ilonstue mnonutuku wWHOOPMALMOHHOW OE30MACHOCTH  OpraHU3alUu. 2 3
YPOBEHb D¢ dexTruBHBIE U HEID(DEKTUBHBIE TOTUTHKU




UHGpOpMaLHOHHOM

B ToM 4nciie NPpaAKTHYECKUX 3aHATHH

0e30macHoOCTH IpakTnyeckoe 3ansitue Nel 2
AHaJIN3 MOTUTUKHA HHPOPMALIMOHHOHN 0€30acHOCTH
Tema 3.2. Conep:kanue y4eOHOT0 MaTepuaJia 6
IIpouenypHbIii 1. Vopanenue nepconaioM. @usudeckas 3ammra 00bEKTOB HHPOPMATH3AIIH.
YPOBEHb [Topnepxanue paborocnocoOHOCTH. PearmpoBaHMe Ha HapylIEHHE pPeXHMa 4
uHpOpMaNMOHHOH | 6e3onacHoCTH. [TaHNMpOBaHNE BOCCTAHOBUTEIBHBIX padoT
0e3onmacHoCTH B ToM Yuc/ie IpaKTHYECKUX 3aHATHI
IIpakTHyeckoe 3ansaTHe Ne2 2
Opranu3anus GU3NYECKOi 3alUThl U oJiep KaHusl paboTOCIOCOOHOCTH
Pa3nea 4. [IporpaMMHO-TeXHHYECKHe CPeIcTBa odecnevyeHUusi HHPpOpMalmoHHOM 0e30aCHOCTH 36
Tema 4.1. Coaep:xanue yue0HOro MaTepuaJia 10
CpeacrBa 1. [TpyHUIMIIBI YIIPABIIEHUS JOCTYNOM. J{UCKPEIMOHHOE YIIPaBJIEHUE TOCTYIIOM.
yIpaBJIeHUS ManngatHoe W pojeBoe  ympaBieHue JocTynoM. Mnentudukauus u 8
AOCTYIIOM ayreHTH(uKanus. )KypHanupoBaHue U ayJauT
B ToM 4uc/ie NpaKTHYeCKUX 3aHATHI
IIpakTuyeckoe 3anaTue Ne3 2
W3ydeHue cpeJICTB yIpaBiIeHUs! JOCTYIIOM
Tema 4.2. Coaep:xanue yue0HOro MaTepHaJia 12
Kpunrorpapuueckne | 1. Kpunrtonorusa. Kpuntorpadus. Kpunroanamus. Knaccudukanus meronon 2
cpeacTBa 3alMThI | K(poBaHUs. DTanbl pa3BUTHs KpunTorpapuu
uHopmanuu 2. CUMMeTpHYHBIE KPUIITOCUCTEMBI. ACUMMeTpHYHbIe KpuritocucTembl. DLIIT. 6
Anroputwmsl mudpoBanus. Peannzanus anroputMoB mmdpoBanus
B ToM Yuc/ie NpaKTHYeCKUX 3aHATHI
IIpakT4eckoe 3ansaTue Ne4
N3ydeHre MeTo10B CHMMETPUYHOTO IIU(PPOBAHUS. 4
IIpakT4eckoe 3ansaTue NeS
M3ydeHne nporpaMMHBIX CpeJICTB MHU(poBaHUS HHPOPMAITUU
Tema 4.3. Copepxanue y4eOHOIro MaTepuaJa 8
Cpencra sammurel | 1. Knaccudukanus BpenoHocHbIX mporpamM. Ilytu pacmpocrpanenus. Bpen,
OT BPEIOHOCHBIX HAaHOCHMBII  BpEIOHOCHBIMM  mporpammamu.  llpusHakum — 3apakeHus 4
nporpamm BPEIOHOCHBIMH NPOrpaMMaMHU
2. MeTo/bl 3aIIUTHI OT BPETOHOCHBIX TPOTpamMM. AHTHBHPYCHBIE IIPOTPAMMBI 2




B ToM 4nciie NPpaAKTHYECKUX 3aHATHH
IIpakTHyeckoe 3ansiTue Ne6 2
W3ydeHne paboThl aHTHBHUPYCHON TTPOTPaAMMBI
Tema 4.4. Conep:kanue y4eOHOT0 MaTepHuaJia 6
CpencrBa 1. Cucremsl xpanenus naHHbiX. RAID-MaccuBbl, cereBble XpaHMIMINA, 3
pe3epBHOIO JICHTOYHbIE OMOINOTEeKH U T.I. PezepBHOe konupoBanue uHpopManuu. MeTo bl 4
KONMHUPOBAHUSA U CpEICTBA PE3epPBHOrO KONMUpOBaHUs. CXEMBbI POTAIIMH HOCUTENICH PE3ePBHBIX
KOIHUU
B ToM Yuc/Ie MPAKTHYECKUX 3aAHIATHH
IIpakTuyeckoe 3ansiTue Ne7 2
M3yueHne cpeacTB pe3epBHOTO KOITMPOBAHHS
Pasznea 5. KomniiekcHoe odecneyenne MHGOPMANMOHHOI 0€3011aCHOCTH 18
Tema 5.1. Coaep:xanue yueOHOTr0o MaTepHaJia 4
3amura 1. 3amuTa nHGOpMaIUK B MEPCOHATBHBIX KOMITBIOTEPAX 2 3
nH(popManuu B B ToM Yuc/ie NPaKTHYECKUX 3aHATHI
NMepCOHATbHBIX IIpakTuyeckoe 3ansaTue Ne§ 2
KOMIIbIOTEpax Wzyuenue cpencts 3anmTsl nHGopManuu B [1K
Tema 5.2. Coaep:xanue yueOHOT0 MaTepHaJia 14
3amura 1. Yrpo3sl uHpopmMaMoHHOM 0E30MacCHOCTH B KOMIBIOTEPHBIX CETSIX. 3aluTa 6 3
uHpopMannu B WH(GOPMAIINN B KOMIIBIOTEPHBIX CETAX. MeXCeTeBbIe SKPaHbI H MMPOKCH-CEPBEPHI
KOMIILIOTePHBIX B TOM 4Hc/Ie NPAKTHYECKUX 3aHATHH
ceTsix IIpakTuyeckoe 3ansaTHe Ne9 2
W3ydeHue cpencTs 3anuThl HHGOPMAIIUU B KOMIBIOTEPHBIX CETIX
CamocrtosiTeibHas padoTa 00yyaomMXcs
HccnenoBatensckas paborta «Pa3paboTka KoMIiekca Mep Mo 3aiuTe paboyero 6
MECTa
KoncyabTanun 4
IIpomexyTouHas arTecTanus B popMe IK3aMeHA 6
Bcero: 86
s xapakTepuCTUKNA YPOBHSI OCBOCHHUS y4eOHOTO MaTepHasa HCIONIb3YIOTCS CIeAyIoNe 0003HaYeHNS:
1 — o3HakoMHTENBbHBIN (y3HaBaHUE PaHEEe U3YUYEHHBIX 00BbEKTOB, CBOUCTB);
2 — PenpOoAyKTUBHBIN (BBIIOIHEHHE AEATEILHOCTH MO 00pasily, HHCTPYKIMU WU MOl PyKOBOJICTBOM);
3- MPOLYKTUBHBIN (nmanupoBaHUe 51 CaMOCTOATEJIBHOE BBIIIOJIHEHHE JIEATENBHOCTH, peleHue MPOOIEMHBIX 3a/1a4).
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3. YCJIOBUS PEAJIM3AIIAA ITPOTPAMMBI YUEBHOM JTUCITATIINHBI

3.1. MaTepuaJIbHO-TeXHHYECKOE 0O0ecneuyeHue

HaumenoBanue kabunera/ jaboparopuu OcHamenue kabuHera/ 1adopaTopuu
Kabuner Ne 231 Kommiekt yueOnoit mebGenu (CTOINBI, CTYJIbs,
JlaGopaTtopust «MHpOopManIMOHHBIE CHUCTEMBI. | IOCKA), KOMITBIOTEP B cOOpe (CUCTEMHBIN OJI0K

Kommnbrotepusie cetn. Uuctpymenrtansubie cpenctsa | (Intel Celeron 2,5 GHz, 2 Gb), monutop
pazpabotku. Opranu3anus ¥ TpUHIUIE noctpoeHus | Samsung 740N KK, kimaBuarypa, mpliib) - 16

MH(POPMALIMOHHBIX CHCTEM» mT., MyIbTUMeIuiHBIA  npoektop NEC
(mepenocHoi) - 1 mrT., s5kpaH Ha mrTatuBe - 1
WT., JIOKaJbHAas  KOMIIBIOTEPHAs  CETb,

KOMMYyTaTop - | miT.

3.2. UuopmannoHHOe o0ecniedeHre peajn3aluu NporpaMmmbl

HaumenoBanue Y4eOHO-MeTOoAMYeCKOEe H HH(POPMALTMOHHOE o0ecnedeHne
yueOHOM qucumi- Buja nznanus
IR (yuebHux, MecTto u3ganusi,
yuebHoe mocooue, U31aTeJIbCTBO, IO
MeTOANYeCKue
U3/1aHUs, KOJI-BO
yKa3aHusl,
HasBanmue ABTOp cTpanun /
NPAKTHKYM U
T, AOCTYIIHOCTH
CCBLIKA HA HH(OPMALUOHHOT
HH(pOpMANHOHH o pecypea
blil pecypc)
OI1.13 OcnoBbl  |OcHOBHas JUTEpaTypa
HH(OPMATHMOHHOH |OCHOBBI bapanosa E.K., VYueOHuk M.: PUOP:
0e30macHOCTH  [MH(OPMAMOHHOM babam A.B. NH®DPA-M,
0e30macHOCTH 2019. — 202 c.
— (Cpenuee
po¢hecCHOHANBEH
oe oOpazoBaHHeE).
OBC «AnOyKe»
https://ibooks.ru/read
ing.php?productid=3
60593
JononHuTenpHasg aurepaTypa
Texuunueckasa 3almTa by6noB A.A., VueOHUK M. : U3parenbckuit
uHpopmanuu B oObekTax| [IpxeropauHckuit LEHTP
uH(HOPMAIIMOHHON B.H., ®omuna «AxageMus,
UHPPACTPYKTYPHI K.1O. 2019. — 272 c.
OBbC «AkagemMusa»
https://academia-
moscow.ru/catalog
ue/4893/444513/
NudopmannonHas ITpoxoposa O.B. VYueGHuK Cankr-IlerepOypr :
0€30ITaCHOCTh M 3allhTa Jlans, 2020. — 124
uHpopMaun c.
OBC «Jlaapy

9



https://e.lanbook.co
m/book/133924

NutepHeT-pecypcbl

https://ru.wikipedia.org — anekTpoHHas
SHIUKJIONIE NS

https://www.intuit.ru — cair
HammonansHoro OTKpeITOTO
YHuBepcurera 6ecriaTHOro
JUCTAHIIMOHHOTO O0Y4YEHHUSI B
«AHTYHWUT»

https://habrahabr.ru — MuTepueT-pecypc
s IT-cnennanucTos:
MIPOrpPaMMHUCTOB, pa3paboTYHUKOB,
aIMUHUCTPATOPOB, TU3ANHEPOB, ...

HNurtepHer
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https://ru.wikipedia.org/
https://www.intuit.ru/
https://habrahabr.ru/

4. KOHTPOJIb 1 OIIEHKA PE3YJbTATOB OCBOEHUS YUEBHOM

JJUCIHHAITIMHBI
Pe3yabTaThl 00yueHus Kputepumn ouenku ®opMbI U METOAbI
OLIEHKH
3HaHHUA: Tekymuii  KOHTpOJb B
- HallMOHAJILHOM U | «OTIMYHOY - TEOPETUUECKOE | (hopME:
MEXyHApOIHOU CHUCTEMBI | COJIEp’)KaHUE Kypca OCBOEHO | - KOMITHIOTEPHOE

CTaHJAPTU3AIMH U CepTUDUKAIIH
U CHUCTeMy oOecIieueHHsI KadecTBa

IPOJLYKLIH;
- TEPMHUHOJIOTHUSI U  METObI
pE3EpPBHOTO KOITUPOBAHUS,

BOCCTAHOBJICHHE HWH(OpPMaIUKU B
MH(OPMALIMOHHON CUCTEME;

- TpeboBaHHUA K 0€30MaCHOCTH
cepBepa 0a3bl JaHHBIX

YMeHus:

- OCYUIECTBIISITh ~ TEXHHUUYECKOE
CONPOBOXKICHUE, COXpaHEHUE U
BOCCTaHOBJIEHHE 0a3pl  JaHHBIX

UH(GOPMAaLIMOHHON CHCTEMBI;
- COCTaBJIAITh IUIAHBI PE3EPBHOIO
KOITUPOBAHUS;

- OIPEICTISITh WHTEpBa
PE3epBHOTO KOMUPOBAHHS

- ¢opmupoBath TpeOOBaHHUS K
KOH(UTypaIun JIOKAITbHBIX
KOMIIBIOTEPHBIX ceren U
CEepPBEPHOTO 00opynoBaHus,

HeoOXoauMBble 17t paboThl  0a3
JaHHBIX W CEpPBEPOB B paMKax
IMOCTaBJICHHOM 3aJjauH;

- pa3pabaTsiBaTh MOJIUTUKY
6e3omacuoct SQL cepBepa, 6a3bl
JMAHHBIX W OTJIEIBHBIX OOBEKTOB
0a3bl JTAaHHBIX

Kommerenninu ©I'OC CIIO:

OK 01. Boibupate croco0sl
pelneHus 3a1a4y
PO eCCHOHATBHON JIeATETHHOCTH,
OPUMEHUTEIHHO K  Pa3IUYHBIM
KOHTEKCTaM.

OK 02. OcyuecTBisiTb MOUCK,
aHan3 u MHTEPIIPETALNIO

uH(pOpMaIliK, HEOOXOIUMOUN ISt
BBITTOJTHEHHS 3a71a4
npohecCHOHATBEHOM NeSTeNLHOCTH.
OK 05. OcymiecTBiATh yCTHYIO U
MUChMEHHYI0O KOMMYHUKAIIMIO Ha

MOJTHOCThIO, 0€3 mpoOesoB,
yMeHHS C(OPMHUPOBAHBI, BCE

MIPe1yCMOTPEHHbIE
MIPOrpaMMoi yueOHbIe
3a/laHus BBITIOJTHEHBI,

Kadue€CTBO HX BBIIIOJIHCHUA
OLICHCHO BBICOKO.

«XO0pOIIIO» - TEOPETHUECKOE
CoJiep’)KaHue Kypca OCBOCHO
MOJTHOCThIO, 0€3 TpoOeoB,

HEKOTOpbIE YMEHUS
c(OpMHPOBAHBI
HEJIOCTaTOYHO, BCE
PEyCMOTPEHHBIE
IIpOrpaMMoOn yueOHbIe
3a7aHus BBITTOJTHEHHI,
HEKOTOpble BHIBI 3aJaHUIN

BBITTOJIHEHEI C OITMOKaMH.

«Y IOBJIETBOPUTEIBHO -
TEOPETHUYECKOE COJIepKaHue
Kypca OCBOEHO YaCTUYHO, HO

poOebI HE HOCSIT
CYLIECTBEHHOI'O XapakTepa,
HE00X0/IMMBbIe YMEHHUS
paboThl  C  OCBOEHHBIM
MaTepuaioM B OCHOBHOM
c(OpMHUPOBAHBI,
OOJIBIITUHCTBO
MPEyCMOTPEHHBIX
MPOrpaMMOit oOy4eHus
Y4eOHBIX 3aaHui
BBITIOJIHEHO, HEKOTOpPHIE W3
BBITIOJTHEHHBIX 3aJaHAN

coJiepKaT OITHOKH.

«HeynoBneTBOpuTeNbHO» -
TEOPETUUECKOE COJIEP/KaHNE
Kypca HE OCBOEHO,
HEOOXOMMBIE YMEHUS He

TECTUPOBAHUE HA 3HAHUE
TEPMHHOJIOTHH 10 TEME;

- TECTUPOBAHUE;

- HaOJIFOIeH1E 3a
BBINOJIHEHUEM
PAKTUIECKOTO
(1esITeNbHOCTHIO
00ydaromerocs);
- OIEHKA  BBINOJHEHHUS
IPAKTUYECKOrO  3aJaHus
(paboThI).
[Ipomexyrounas
aTrrecranus B
JK3aMeHa

3aJaHus

dbopme
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TOCY/IApPCTBEHHOM SI3BIKE C YUETOM
0COOCHHOCTEH  COLIMAJILHOIO M
KYJIBTYPHOT'O KOHTEKCTA.

OK 09. Hcnons3oBarh
WH(OPMAIIMOHHBIE TEXHOJIOTUH B
npodeCCHOHATBLHON 1eATEILHOCTH.

OK 10. ITonp30BaThCS
npohecCHOHATBLHOM
JIOKYMEHTaIUEH Ha

rOCyJapCTBEHHOM M HHOCTPAHHOM
A3BIKAX.

ITIK 5.3. PazpabaTbiBaTh
MOJICUCTEMBI 6e30MmacHOCTH
WH(OPMAIIMOHHOW  CHCTEMBI B
COOTBETCTBUM C  TEXHHUYECKUM
3a/laHueM.

IIK 6.5. Ocy1ecTBiATh
TEXHUYECKOE COIIPOBOXICHUE,
OOHOBJIECHME U BOCCTAHOBJICHHE
nanHeix MC B COOTBETCTBHHM C
TEXHUYECKUM 3aJaHUEM.

I1IK 7.3. ®opmupoBath TpeOOBaHUS
K  KOHPUTYpallud  JIOKAJIBbHBIX
KOMITBIOTEPHBIX ceTeit u
CEpBEPHOTO 00opy0BaHus,
HeoOXoauMbIe i1 paboThl  0a3
JTAHHBIX ¥ CEPBEPOB.

I1IK 7.5. IIpoBOOUTE ayquT CUCTEM
Oe3omacHocTH 0a3 JAaHHBIX W
CEpBEPOB, C  HCIIOJIB30BAHHEM
periaMeHToB o 3aIuTe
uHpOpMalun

c(OpMHPOBAHBI,
BBITIOJIHEHHBIE yueOHbIe
3a/laHusl COJEpXKaT TpyObIe
OILIUOKH.
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I. IMacmopr (poHIa OLIEHOYHBIX CPEICTB

@DoHa oueHOYHBbIX cpeacTB (najsee — MOC) npegHa3zHayeH ISl KOHTPOJISA U OLEHKHU
00pa30BaTEeNbHBIX JTOCTH)KEHUH OOYYaIOUIMXCS, OCBOMBLIMX pPadO4yl0 HpOrpaMMy ydeOHOM
JucuuIInHbl «OCcHOBBI HHpOpMaMOHHON Oe3omacHocTy. @OC BKIIOYAET KOMIIETEHTHOCTHO-
OIICHOYHBIE MaTEpHaJIbI JJIsl TPOBEACHUS TEKYIIETO KOHTPOJISI YCIIEBAEMOCTH U MTPOMEKYTOUHOM
aTTeCTallMU.

1.1. Pe3yabTaTbl 0CBOEHUSN YUeOHOH TMCHUILIHHBI, MO/JIEKalI[HEe TPOBEPKe

Pe3ysabTarnl 00yyeHus
(ocBoeHHbIe yMeHHs (YY), ycBoeHHbIe 3HaHus (3))

3 1 — HAIMOHAIBHOW M MEXIYHAPOHON CHCTEMBI CTaHIAPTH3AIUNA M CEPTU(PUKAIIMHA U CUCTEMY
obecrieueHus KauecTBa NpOyKIUU

3 2 — TEPMHHOJIOTUS M METOJIbl PE3EPBHOI0 KOIHMPOBAHUS, BOCCTAHOBJIEHUE MH(OpPMALMK B
MH(OPMaLlMOHHOMN CHCTEME

3 3 — TpeboBanus kK 0€30MaCHOCTHU cepBepa 0a3bl JAHHBIX

Vi1- OCYHICCTBIATE TCXHHUYCCKOC COHNPOBOKIACHUC, COXPAHCHHWEC W BOCCTAHOBJICHUC 0a3nl
JaHHBIX HH(i)OpMaHHOHHOﬁ CHUCTCMbI

VY 2 — cocTaBisITh IJIaHBl PE3EPBHOIO KONUPOBAHUS

VY 3 — onpenensTh UHTEPBAJl PE3EPBHOIO KOMUPOBAHUS

Y 4 — ¢dopmupoBarh TpeOOBaHUS K KOH(PUIypaluu JOKaJbHBIX KOMIIBIOTEPHBIX ceTed U
CepBEPHOTO 000PYAOBaHUS, HEOOXOAMMBIE Ui PadOThI 0a3 JaHHBIX M CEPBEPOB B paMKax
MOCTaBIICHHOM 3a/1a4uu

Y 5 — paspabarbiBaTh MOIMTHKY Oe3omacHocTH SQL cepBepa, 0as3bl JaHHBIX W OTICIBHBIX
00BEKTOB 0a3bl TaHHBIX

KoHneunble pe3yibTaThl 0CBOEHUSI Y4eOHOH JMCHUIIMHBI SIBJSIIOTCS PecypcoM I
¢popmupoBanus o0oumx (OK) n npodeccuonanbubix komnerenunii (IIK) B coorBercTBum ¢
®Ir'OC CIIO cnenHaJbHOCTH.

OK 01. Boibupars crocoObl pemeHus 3aaad  MNpo(ecCHOHAIBHOW JesITeNbHOCTH,
NPUMEHUTENIBHO K Pa3IMYHbIM KOHTEKCTaM.

OK 02. OcymiecTBiATh MOUCK, aHAU3 M UHTEPNpETALn0 UH(POpMaIUK, HEOOXOIMMOM
JUISI BBITIOJTHEHUS 3a7a4 TPO(hEeCCUOHATIBHON e TENbHOCTH.

OK 05. OcymecTBisTh YCTHYIO U NUCBMEHHYIO KOMMYHHUKALMIO Ha rOCYJapCTBEHHOM
A3BIKE C YYETOM OCOOEHHOCTEH COLMATBbHOIO U KYJIBTYPHOTO KOHTEKCTA.

OK 09. Hcnonb3oBaTh HUHPOPMALMOHHBIE TEXHOJOTMH B  MpodeCcCHOHATHLHON
JeSITEIbHOCTH.

OK 10. ITonp3oBarbcs NpodeccHoHaIbHOM JIOKYMEHTalMell Ha TrocyJapCTBEHHOM U
MHOCTPAHHOM $I3bIKaX.

[IK 5.3. PazpaGarbiBaTh MOACHCTEMBI 0O€30MACHOCTH HH()OPMAIIMOHHONW CHUCTEMBI B
COOTBETCTBUU C TEXHUUECKUM 3a/IaHUEM.

[1IK 6.5. OcymiecTBIsATh TEXHUUYECKOE COMPOBOXKIACHHUE, OOHOBIEHHE M BOCCTAHOBIICHHE
JaHHBIX UTHPOPMAIIMOHHBIX CUCTEM B COOTBETCTBUU C TEXHUUYECKUM 33/1aHHUEM.

[1K 7.3. ®opmupoBaTh TpeOOBaHUS K KOH(MUTYpALIUHN JOKAJIBHBIX KOMITBIOTEPHBIX CeTei
U CEPBEPHOTO 000pyAOBaHUS, HEOOXOUMBIE TS pabOTHl 0a3 JaHHBIX U CEPBEPOB.

I[IK 7.5. IlpoBoauTh ayauT cUCTeM O€30MacHOCTH 0a3 JaHHBIX U CEpPBEpPOB, C
HCIIOJIb30BaHUEM PETJIaMEHTOB I10 3alUTe HH(OPMaLIUU.

II. ConepxareIbHO-KOMIIETEHTHOCTHAS MATPUIIA OLICHOYHBIX CPEACTB.
Konnpukarop onieHOYHBIX CpeACTB
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DOYHKUMOHAIbHBIN
NMPU3HAK
OLIEHOYHOI0 cpeacTBa (THII
KOHTPOJILHOI0 33 1aHMS)

MeTtoa/popma KOHTPOJISA

CobecenoBanue YcTHBIN onpoc, SK3aMeH
IIpakTueckue 3a1aHnus [IpakTrueckue 3aHATHS
Tect, TecTOBOE 3a/1aHKE TectupoBanue, 3K3aMeH

I11. Cucrema oueHkm 00pa3oBaTeJbHbIX J0CTHKEHHIT 00y4aroOuXxcst
OneHka HHAMBUIYalbHBIX 00pa30BaTENbHbIX JOCTHXKEHUI 110 pe3ybTaTaM TeKYIIEro
KOHTPOJISI YCIIEBAEMOCTHU U MPOMEKYTOYHON aTTECTALUN IPOU3BOJUTCSI B COOTBETCTBUU C
YHUBEPCAIbHOM MIKaJIOHN (Tabmauia).

IIpouent KadecTBeHHas1 OlleHKA MHAMBHUAYAJIBHBIX 00pa30BaTeJIbHbIX
pe3yJbTATHBHOCTH JAOCTHKeHU I
(NpaBUJIBHBIX OTBETOB) 0aJu1 (OTMeTKA) BepOaJILHBIN aHAJIOT
90 - 100 5 OTJINYHO
80 - 89 4 XOpOIIO
70-79 3 yJIOBJICTBOPUTEIHHO
MeHee 70 2 HEYIOBJICTBOPUTEIHHO

Kpurepun onieHKkH 0TBETOB B X0/1¢ YCTHOI'O OIIPOca
OneHuBaeTcs MpaBUILHOCTh OTBETA O0YUAIOIIErocsl Ha OJMH U3 MPUBEICHHBIX

BOIPOCOB. [IpH 3TOM BBICTaBISAIOTCS CIEAYIOIINE OLIEHKH:

«OTAHYHO» BBICTABIIACTCS IPU COOTIOICHUH CIAEAYIOUINX YCIOBHIL:
- IIOJIHO pacKpbll cojAepXkaHME MaTepuaga B 00beMe, IPeAyCMOTPEHHOM IPOrpaMMOH,
coJiepKaHUeM JIEKIIUU U y4eOHUKOM;
- M3JI0KWJI MaTephall IPaMOTHBIM $I3bIKOM B OIPEJIETICHHON JOIrMYECKON MOCIIe0BaTEIbHOCTH,
TOYHO MCIIONb3Ys CHENUAIN3UPOBAHHYIO TEPMUHOJIOTHIO U CUMBOJIUKY;
- MOKa3aJl yMEHUE WIICTPUPOBATh TEOPETUUYECKHE IMOJIOKEHHUSI KOHKPETHBIMU IPUMEpamH,
IIPUMEHATH X B HOBOM CUTYyallMH NP BBIITOJIHEHUH IPAKTUYECKOTO 3a1aHNUS;
- TIPOAEMOHCTPUPOBAJl  YCBOGHHE paHEEe M3YyYEHHBIX  COMYTCTBYIOIIMX  BOIIPOCOB,
c(OPMHPOBAHHOCTb U YCTOHUMBOCTb UCIIOJIb3YEMBIX ITPU OTBETE YMEHUH U HAaBBIKOB;
- OTBEYAJI CAMOCTOSITENIFHO 0€3 HaBOASIIIMX BOIIPOCOB Mpernoaasarenis. Bo3mMokHbl oaHa-1BE
HETOYHOCTHU IIPH OCBEILIEHUN BTOPOCTENEHHBIX BOIIPOCOB MM B BBIKJIAJIKaX, KOTOPBIE
oOyJaromuiics JIerKo UCTIPaBUII 110 3aMEYaHMIO MPEIo1aBaTesl.

«Xopo1io» - OTBET yIOBJIETBOPSET B OCHOBHOM TPEOOBaHUSIM Ha OLIEHKY «5», HO PU

ATOM UMEET OJMH U3 HEJJOCTATKOB:

- B W3JIOKEHUM JONYyIIeHbl HeOosbplIMe MpoOesbl, HE WCKa3WBIIME JIOTHYECKOTO U
MH(OPMALIMOHHOTO COJIEp’KaHUSI OTBETA;
- JIONyIIEHbl OJWH-JBAa HEJOYETa IpPU OCBEIIEHUU OCHOBHOIO COJEpX aHUS OTBETA,
MCIIPaBJIEHHBIE IO 3aMEUYaHUIO0 MpernogaBaTes;
- JIOMYIIEHbI OMMOKa WK Oosiee ABYX HEJI0YETOB MPH OCBEIIEHHH BTOPOCTEHNEHHBIX BOIMPOCOB
WIH B BBIKJIAJIKaX, JIETKO MCIIPABJICHHBIE TI0 3aMEYaHHIO IPEeroiaBaTess.

«Y10BJIETBOPHUTEIBbHO» BBICTABISETCS MTPU COOIOJICHUH CIIEIYIOUINX YCIOBUI:
- HEMOJIHO WM HEeIMOCIEN0BaTeIbHO PACKPBITO COJEp)KaHWE MaTepuaia, HO IMOKa3aHOo olliee
NIOHMMAHHUE BONPOCA U IPOJEMOHCTPUPOBAHBl YMEHHUS, JOCTAaTOYHbIE JUIsl JAJbHEHILIEro
YCBOEHHS MPOTPaMMHOI0 MaTepuana, HUMEIHCh 3aTPyAHEHHS WM JOMYyUIeHbl OIIMOKH B
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ONpCaACIICHUN HOHSITI/II\/'I, HCIIOJIb30BAHUKU TCPMHHOJIOTUHU W BBIKJIIAJKAX, HCIIPABJIICHHBIC ITOCJIC
HECKOJIBKHMX HAaBOJSIIIX BOIPOCOB MPEIOIaBaTells;
- o0ydJaromuiicss He CIpPaBWICA C MPUMEHEHHEM TEOPUH B HOBOW CHUTYallUd NPU BBIIOJHEHUHU
IPAKTUYECKOT0 3aJIaHMUs], HO BBIIIOJHIII 3aJIaHUs 005I3aTEIbHOTO YPOBHSI CIIO)KHOCTH 10 TAHHON
TeME;
- NpU 3HAHMM TEOPETUYECKOrO MaTepuajia BBISBICHA HEJOCTaTOYHAass C(HOPMUPOBAHHOCTH
OCHOBHBIX yMeHI/Iﬁ 1 HABBIKOB.

«Heyn0B/1eTBOPHTEIbHO» BHICTABIISICTCS ITPU COONIIOACHHUH CICAYIOLIUX YCIOBHA:
- HE PacKpBITO OCHOBHOE COJIEpKaHUe y4eOHOro MaTepHaa,;
- O0OHapy»XEHO HE3HAHWE WIIM HEMOHUMaHHEe OO0ydJaromuMmcs OoJblIel Win Hauboliee Ba)KHOU
4acTH y4eOHOTrO MaTepuana;
- JIOMyLICHBI OUIMOKH B ONpPECICHHH MOHSATHH, IPH UCIIOJIb30BAHUM TEPMUHOJIOTHU U HHBIX
BBIKJIAJIKaX, KOTOPBIC HE UCIPABJICHBI ITOCIIC HECKOJIILKUX HABOASIIMX BOIPOCOB MPEIOaaBaTelIs;
- oOydvaromuiics OOHapyXW1 IOJHOC HE3HaHHE W HEINOHMMAaHUE H3y4aeMOro y4eOHOro
Marcpurajia ikl HC CMOI' OTBCTUThL HHW Ha OJWH M3 IIOCTABJICHHBIX BOIIPOCOB IO M3Yy4YaCMOMY
MarepHaty.

Kpurepun onieHk# BHINOJHEHHOT0 MPAKTHYECKOI0 3aJaHUs

Ouenka S craBuTcs 3a pabOTy, BBHITIOJIHEHHYIO IMOJHOCTHIO 0€3 OMIMOOK U HEJTOUETOB.

Ouenka 4 craBuTCs 32 pabOTy, BBIINOJIHEHHYIO MOJHOCTHIO, HO MIPU HAJTMYUU B HEW He
Oosee ogHOM HETpyOOii OMIMOKH U OJTHOTO HEeouéTa, He OoJiee TPEX HEeA0UYETOB.

Ounenka 3 craBuTcs, €ciaM OOydaroluiicsi NpaBUIBHO BBINOJIHWII HE MeHee 2/3 Bcel
paboThl WM AOMYCTHI He Ooyiee OMHOM rpy0oil OMMOKK U ABYX HEIOYETOB, HE Oosiee OJHOU
rpyooit 1 onHOIl He TpyOoii omuOKu, HEe Oornee TpEX HErpyObIX OMIMOOK, OAHOW HErpyooi
OIMOKH U TPEX HENOUETOB, MPU HATTMYUH YETHIPEX-TIATH HEJJOYETOB.

OueHka 2 CTaBUTCS, €CJIH YKCIIO OMKUOOK M HETOUYETOB MPEBBICKIIO HOPMY JIJISl OLIEHKH 3
WJIY TIPaBUIIBHO BBITIOJTHEHO MeHee 2/3 Bceid paboThI.

Ouenka 1 craBuTCs, €ciiy 00yJaroLfiics COBCEM He BBIMOJIHMI HA OJTHOTO 33/1aHUsI.

Kpurtepun oieHKH BBIIIOJTHEHHOTO TECTOBOI0 3a/1aHUA
Pe3ynbrar aTTeCTallMOHHOTO MENArOTHYECKOTO W3MEPEHUs MO Y4eOHOW JMCIUIUIMHE
OcHoBbl MHGMDOPMAIIMOHHOW 0E30MACHOCTH MMl Ka)XJA0ro oOydaromierocs MmpeacTaBiseT coOoi
CyMMYy 3a4TEHHBIX TECTOBBIX 3aJaHUMl MO BCEMY TECTy. 3a4YTEHHOE TECTOBOE 3aJlaHue
COOTBETCTBYET OJIHOMY Oaily.
Kpurepuem ocBoeHUs1 yueOHON AUCHMIUIUHBI I 00YYaIOMIErocs sIBISETCS KOJIUYECTBO
MPaBUJILHO BBIMOJHEHHBIX 3a1aHuil Tecta He MeHee 70 %.
Jns  oueHKH pe3ynbTaTOB TECTUPOBAHMS MPEIYCMOTpPEHA CIIEAyrolass CcucTeMa
OIICHUBaHMs 00Pa30BaTENbHBIX JOCTHKEHUI 00yYarOIIMXCS:
- 3a Kbl MPaBWIbHBINA OTBET cTaBUTCS 1 Oasr,
- 3a HeMpaBWJIbHBIN OTBET - 0 6anoB.
TecToBbIE OIEHKH MOXXHO COOTHECTH C OOIICTIPUHATONW MATHOAUIBHOW CHCTEMOM.
OueHnBaHUE OCYIIECTBISETCS MO CIEAYIONIEH cXeMe:

IIpouent KadecTBeHHas1 OlleHKAa MHAMBHUAYAJIBHBIX 00pa30BaTeJbHbIX
pPe3yJIbTATHBHOCTH AOCTHKEHU
(NpaBUJIBHBIX OTBETOB) 0aJl1 (0TMETKA) BepOaJbHBIN aHAJIOT
90 - 100 5 OTIINYHO
80 - 89 4 XOpOIIO
70-79 3 YJIOBJIETBOPUTEIBHO
MeHee 70 2 HEYJIOBJIETBOPUTEILHO

18



Kpurtepuu onieHKH B Xo0j1e 3K3aMeHa

OTBeT oOLEHMBAETCI HAa «OTJMYHO», €ciau OOydaroluicsi HCYEpIBIBAIOIIE,
II0CJIEI0BATENIBHO, IPAMOTHO U JIOTUYECKH CTPOWHO M3JIaraeT MaTepuall 1o BolpocaM Ouiera, He
3aTpyJHSAETCS C OTBETOM IpU BUJOW3MEHEHHUU 3aJlaHusl, CBOOOJIHO CIPABISAETCS C PELICHHEM
IPAaKTUYECKHX 3a/1a4 U CIIOCOOEH 000CHOBATh NIPUHATHIE PELICHNUS, HE JOIYCKAeT OIINOOK.

OTBeT OLECHUBAETCS HAa «XOPOLIO», €CIM O0y4YarolMiics TBEPAO 3HAET MPOrPAMMHBIN
MaTepHall, IPaMOTHO U IO CYHIECTBY €ro M3JIaraer, He JIONYCKAeT CYIIEeCTBEHHbIX HETOUHOCTEH
IIPU OTBETAX, YMEET I'PAMOTHO INPUMEHATh TEOPETUUYECKHE 3HAHMS Ha IPAKTUKE, a TaKkKe
BJIaJIe€T HEOOXOAMMBIMU HABBIKAMH PEILICHHS IPAKTUUECKUX 3a7ay.

OTBeT OLEHMBAETCS Ha «yAOBJETBOPHUTEJBHO», €CIM O00YyJarOUIUIICs OCBOWJI TOJBKO
OCHOBHOM MaTepHual, OJHAaKO HE 3HAaeT OTIENbHBIX JeTajel, JOIyCKAeT HETOYHOCTH U
HEKOPPEKTHBIE (HOPMYIHPOBKH, HApYIIAET IOCIEAOBATEIBHOCTh B HM3JIOKEHUH MaTepuana u
UCTIBITHIBACT 3aTPYAHEHUS PU BBIIIOJHEHUHU MPAKTUUECKUX 33 JaHUH.

OTBeT OlIEHMBAETCSd Ha «HEYAOBJIETBOPUTEIbHO», €CIM OOydYalolIMHCS HE PaCKPbLI
OCHOBHOE COJIep)KaHHWE MaTepuaja, JOIYCKaeT CYILECTBEHHblEe OIIMOKH, C OOJBIIMMU
3aTpyJHEHUSIMU BBIIOIHSET IPAKTUUECKHUE 3a/1aHUS.

IV. BaHK KOMIIETEHTHOCTHO-OI[€HOYHbIX MATEPHAJIOB VISl OLIEHKH YCBOEHHsI y4eOH Ol
AUCHMILIMHBI 110 04HOI (popMe 00yUeHUs1

4.1 3ATAHMS JUISI TEKYIIETO KOHTPOJISI
4.1.1 IPAKTUYECKUE 3AHATUSA

IMPAKTUYECKOE 3AHATHUE Nel nio 3 pa3aeny teme 3.1. (AyauTopHas caMOCTOSTEIbHAs
pabora).

Ha3Banmne: AHanu3 NoJuTHKY MHPOPMALTMOHHOMN 0€30I1aCHOCTH.

3aganue: CocTaBUTH MOAEIHM BO3MOXKHBIX yrpo3 M Hapymurtened. IIpomssectn anamus
MOJIMTUKN UH(POPMALIMOHHON O€3011aCHOCTH.

IMPAKTUYECKOE 3AHSATHUE Ne2 no 3 pa3geny teme 3.2. (AyauTopHasi CaMOCTOSITENIbHAS
paborta).

Haszpanue: Opraauzamnust Gu3n4ecKon 3aIUThl U MOAIEpKaHu PabOTOCTIOCOOHOCTH.

3apanmne: CocTaBUTh MEPEUCHb CPEJCTB 3aALUTH CEPBEPHOM:

pa3MelieHne, CHUTHalIM3alus, CpeICcTBa BHUAECOHAOIOJEHUs, obOecriedeHne OecrepeOoitHOro
HUTAHUS, CPEJICTB PE3EPBHOTO KOITUPOBAHMSL.

ITPAKTUYECKOE 3AHATHE Ne3 no 4 pasaeny teme 4.1. (AyauTopHas caMOCTOATEIbHAs
pabora).

Ha3sBanmne: 3yuenue cpeacTs ynpasieHus JOCTYIIOM.

3ananue:

1. M3yuure cpencTBa paboOThI C YUETHBIMH 3aMCIMU TOJIb30BATENIEH.

2. N3yunte cpeacTBa pa3rpaHUuEHUs TOCTYIIA MTOJIb30BaTeNeH K (aityiaM 1 mamnkam.

3. 3yunrte nporpaMMHBIE CPEJICTBA AJIl TEHEPUPOBAHUS U XPaHEHMsI TapOJIeH.

ITPAKTUYECKOE 3AHATHUE Ne4 no 4 pasaeny teme 4.2. (AyauTopHas caMOCTOSITENbHAs
paborta).

Ha3zBanue: I3yueHne MET0I0B CHMMETPUYHOTO IIH(PPOBAHHUS.

3aganue:
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1. OcymectBute mHU(pPOBaHUE YKA3aHHOTO TEKCTa METOAAMHU: IPOCTONH MEPEeCTaHOBKHU,
HIepecTaHOBKH 110 MapmIpyTy, mudpom Llezaps.

2. OcymiecTBUTE pacun(ppoBaHre YKa3aHHOTO TEKCTa 3alIM(ppoBaHHOTO MeTo10oM Brkunepa.

3. OcymectBure pacmmppoBaHHE YKAa3aHHOTO TEKCTa  3alIM(QpPOBAHHOTO  METOJIOM
raMMHUpOBaHMH.

IMPAKTUYECKOE 3AHATHE NeS no 4 pasaeny teme 4.2. (Ay1uTopHasi cCaMOCTOSITENIbHAS
pabora).

Ha3zBanue: M3y4yenue nporpaMMHBIX CPECTB MIHN(PPOBaHUS HHPOPMALINH.

3ananue:

1. U3yuute crangaptabie cpeactBa mudpposanus OC.

2. M3yunte BO3MOKHOCTH CPEJCTB LU(PPOBAHUS IPOrpaMM-apXUBaTOPOB.

3. V3yunTe BO3MOXHOCTH CHEIMATH3UPOBAHHBIX MPOTPAMM ISl ITU(PPOBAHUS JAHHBIX.

4. N3yuute cpeacTBa CO3AaHUSA U IPOBEPKH KOHTPOJIBHBIX CYMM.

MMPAKTUYECKOE 3AHATHE Ne6 o 4 pazaeny teme 4.3. (AyauTopHasi caMOCTOSTEeIbHAs
paborta).

Ha3Banmue: M3yuenue paboThl aHTUBUPYCHOM MPOTPAMMBI.

3aganue:

1. I3y4nTe BO3MOKHOCTH BCTPOSHHOTO CpeicTBa aHTHBUPYCHOM 3amuThl OC Windows.

2. I3yunTe BO3MOXKHOCTH aHTHBUpYCHOM yruimTel Dr.Web Curelt.

3. Ocy1iecTBUTE HHCTAUISAILUIO U HACTPONKY aHTUBUPYCHOM MPOTPaMMBI M €€ BO3MOKHOCTH.

MMPAKTUYECKOE 3AHATHE Ne7 no 4 pazaeny teme 4.4. (AyauTopHasi caMOCTOSTeIbHAs
paborta).

Ha3Banmue: V3yueHue cpeacTB pe3epBHOTO KOMMUPOBAHMUS.

3aganue:

1. U3yunTe BO3BMOKHOCTH CTaHAAPTHBIX CPEACTB pe3epBHOro konupoanus OC.

2. 3yunTte BO3MOKHOCTH CIEIUATU3UPOBAHHBIX CPEACTB PE3EPBHOTO KOMTUPOBAHUSI.

3. 3yunte OCHOBHBIE METO/IbI PE3EPBHOTO KOMMMPOBAHMUS: TOIHOE, MU depeHInansHoe,
WHKPEMEHTAJIbHOE.

IHNPAKTUYECKOE 3AHSTHE Ne8 o 5 pazaeny teme 5.1. (AyauTopHas caMOCTOSITEIbHAS
paborta).

Ha3Banmne: 13yuenue cpencts 3amutsl nHpopmanuu B I1K.

3aganue:

[TonGepure KOMIUIEKC CpEACTB Ui 3alluThl MH(GOpMauuud paboyero MecTa IO0JIb30BaTeNs:
pasrpaHMYeHHs JOCTYNA, AHTUBUPYCHOM 3alUThI, PE3epBHOIO KOMUPOBaHUS, MIM(pOBaHUS,
OecriepeboiHOCTH TUTaHMSL, (PU3NUECKOMN 3alUTHI U T.1.

MNPAKTUYECKOE 3AHSTHE Ne9 nio 5 pazaeny teme 5.2. (AyauTopHast CaMOCTOSITEIbHAS
paborta).

Ha3Banmue: V3yuenue cpeacTs 3ainThl HHPOPMALIUK B KOMIIBIOTEPHBIX CETAX.

3amanmue:

1. 3yunTe cpencTBa MEXKCETEBOTO Pa3rPaHUUECHUS.

2. M3yuuTe cpeacTBa 3aliuThl OECIPOBOAHBIX CETEH.

3. Uzyunte cpencrBa VPN.

4.1.2. TECTOBBIE 3AIAHUA
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TECTOBOE 3AJIAHHUE Nel o teme 1.1. (AyauTtopHas camocTosiTelIbHas padoTa).
1. Cnenudgurkanus banka TecrtoBbIx 3aganuii o teme 1.1.
2. Conep:xkanue banka TecTOBBIX 3alaHUH
NucTpyknus: Bbi0epu nNpaBuwibHbIN(e) 0TBET(bI).

1. AKTyaJlbHOCTh W  HENPOTHBOPEYMBOCTH  HMHGOPMAIMH, €€  3allMIICHHOCTh  OT
PA3PYIIEHMA 1 HECAHKIIMOHMPOBAHHOI'O USBMEHEHMSI, Ha3eiBaercs ...

- KOH(PUIEHITNATBLHOCTHIO

+ LEIIOCTHOCTHIO

- JOCTYIHOCTBIO

2. Bosmoxnocts 3A I[IPUEMJIEMOE BPEMS nonayuuts TpeOyemyro uH(pOpMaIMOHHYIO
yCIyTy, Ha3bIBACTCH ...

- KOH(UIEHITUATBHOCTHIO

- EJIOCTHOCTHIO

+ TOCTYHHOCTBIO

3. 3amummenHocts uHbopmanuu ot HECAHKIMOHMPOBAHHOI'O JOCTVYIIA k HeW,
Ha3bIBACTCH ...

+ KOH(UACHIIMATLHOCTHIO

- EJIOCTHOCTHIO

- IOCTYITHOCTBIO

4, Yto U3 TEPEUHCICHHOTO OTHOCHTCS K OCHOBHBIM acleKTaM HH(GOPMAIMOHHON
Oe3omacHoCTH?

+ KOHPUIEHITNATLHOCTh

- 3aAIUILIECHHOCTh

+ EeITOCTHOCTh

+ IOCTYIHOCTh

5. Uro wu3 mnepeducieHHOro OyIeT CYUTATbCd HECAHKIMOHMPOBAHHBIM JIOCTYIIOM K
uHpopmanuu?

- nopya UHQOPMAIMH B pe3yJIbTaTe MPOrpaMMHOT0 cO0st

+ 10CTyM K HH(GOPMALMK TIOJ] Yy>KUM JIOTHHOM U IapoJieM

+ Kpaxa HocuTenel nHpopMaun

- OJIOKMpOBaHME AOCTYIA 3aKOHHBIX M0JIb30BaTeNeH K HH(pOopMaIu

6. HecaHKUMOHMPOBAaHHBIA JOCTYH K HMH(pOpMAaIMM BEAET K HApyLIECHHIO, KaKOro acHeKTa
nH(popMalMoHHON O6e30macHoCTH?

+ KOH(UICHIINATBHOCTH

- JOCTYITHOCTH

- IEJIOCTHOCTU

7. Tlog uckaxenueM HHPOPMAITUN TOHUMAIOT ...

- yTpaTy CBOMCTB KOHGUACHIIMATLHOCTH HHPOPMAIUU

+ moboe mpeTHaMEepeHHOE WK CIydaifHoe U3MEHeHHEe HHPOpMaLuu

- IEHCTBHE, B pe3yiIbTaTe KOTOPOTo HHMOpMaIs nepecTaeT GU3NIEeCKH CyIeCTBOBATh

8. Tlox yreukoii nHGOpMAINK TOHUMAOT ...
+ yTpary cBOMCTB KOH(HUIESHIINATLHOCTH HH(pOpMALIUN
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- 11000€ MpeTHaMEePeHHOE WM CITydaifHOe M3MEHEeHHEe HH(opMaIiu
- IeiicTBHE, B pe3yJibTaTe KOTOPOro nHpopMalus nepecraet GU3ndecku CyiecTBOBaTh

9. Ilox ynuurtoxeHueM MHGOPMAIIUU TOHUMAIOT ...

- 11000€ MpeTHaMEePeHHOE WM CITydaifHOe M3MEHEeHNEe HH(opMaIiu

+ neiicTBue, B pe3ysbTaTe KOTOpOoro nHpopMaius nepectaet (pU3n4ecky CylecTBOBaTh
- IpeJHaAMEPEHHOE JICHCTBUE 110 CO3JaHMIO JIOKHON HH(OpMAIHH

10. IMox 6mokupoBanueM HHGOPMAITUU TOHUMAIOT ...

- 1r000€ MpeTHaMEPEHHOE WK CITy4aiiHOe N3MEHEHHE HH(popMaIum

- IEHCTBHE, B pe3yJIbTaTe KOTOPOro HH(GOpMAIIUs TiepecTaeT PU3NIECKU CYIIIECTBOBATh
+ mpeKkpaleHue WK 3aTPyJAHEHUE TOCTYIa 3aKOHHBIX M0JIb30BaTenel K MHPOpMauu

11. TMox noxnenkoit nHGOPMAIIMK TOHUMAKOT ...

- yTpaTy CBOMCTB KOH(QUACHIUATEHOCTH HH(OpMAITHH

- 1r000€ MpeTHAMEPEHHOE WK CITy4aiiHOe N3MEHEHUE HH(DOopMaIuu
+ mpeTHaMepeHHOE JICWCTBHE TI0 CO3JaHUIO JIOXKHON MHPOpMAITUN

12. Bo3MOXHasE OMAcCHOCTh COBEPIICHUS KAKOTO-TMOO JCHCTBHSI NMPOTUB OOBEKTa 3alUTHI,
Ha3bIBAETCA ...

+ yrposon

- YSI3BUMOCTBIO

- aTakoiu

13. Ilpucymue 0oOBEKTY CBOMCTBA, MPHUBOISAIIME K HapYIICHUIO 0e30MacHOCTH MH(OpMAInH,
00yCIIOBJIEHHbIE HEIOCTaTKaMU Ipoliecca QyHKIIMOHUPOBaHUS 00BEKTA, Ha3bIBACTCH ...

- yrpo3ou

+ yA3BUMOCTBIO

- aTaKon

14. Yem u3 nepeuncnennbix nousatuit ssisiercst [IOITBITKA PEAJIM3ALINU yrpo3er?
- yrpo3ou

- YSI3BUMOCTBIO

+ atakou

15. Mcrounuku yrpo3 uH(GOpMaMOHHON 0€301aCHOCTH MOTYT OBITb ...
+ aHTPOIIOTEHHBIMU

+ TEXHOTE€HHBIMU

+ CTUXUNHBIMH

- CIly4alHbIMU

16. Kakwue BBl HCTOYHUKOB YTpo3 WH(HOPMAIMOHHON 0€30MacHOCTH MOTYT ObITh BHEITHUMHU U
BHYTPEHHUMHU ?

+ aHTPONIIOT€HHBIE

+ TeXHOTCHHEIC

- CTUXUMHEIE

17. Kakoii M3  NEpeYMCICHHBIX HCTOYHHMKOB  yrpo3 ortHocutcs Kk  BHEIIHUM
AHTPOIIOI'EHHBIM?
+ xakepsl
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- YOOPIIHUIIBI
- CHCTEMHbBIC aIMHHUCTPATOPBI
- TI0JIb30BATEIH

18. Kakue #3 TepeuncieHHBIX HMCTOYHHUKOB yrpo3 otHocsatcs k BHYTPEHHUM
AHTPOIIOI'EHHBIM?

- XaKepsbl

+ HOJIb30BaATEIN

+ yOOpIIHIIBI

- II0XKapHbIE

19. Kakoii W3 TMEpEeYMCICHHBIX  HMCTOYHHUKOB  yrpo3 otHocutcs k  BHEIIHWM
TEXHOT'EHHbBIM?

- XaKepbl

- HEKQYECTBEHHBIE KOMITBIOTEPHI

+ cpelcTBa CBS3H

- yparassl

20. Kakoif W3 TeEpeYHCICHHBIX KCTOYHUKOB yrpo3 otHocurcs Kk BHYTPEHHUM
TEXHOI'EHHBIM?

- IOJTb30BATENH

- yOOPIIHUIIBI

+ HEKa4eCTBEHHBIE KOMITBIOTEPHI

- Cpe/ICTBa CBSI3U

21. Kakue u3 nepeyrcieHHbIX ICTOYHUKOB YTPO3 OTHOCSTCS K CTUXWUHNHBIM?
- XaKephl

- MI0JI30BATEIIN

- YOOPIIHIIBI

+ yparassl

+ MoXKaphbl

22. Kakue BUHI yiep6a MOTyT OBbITh HAHECEHBI JISJIOBOW PEITyTaIllii OpraHu3aun?
+ MOpaJIbHBIN

+ MaTepuanbHbINA

- (huznyeckuit

23. Yto0 Takoe KaHall yTeukd HHpopManuu?

+ (u3HYecKuii MyTh OT HCTOYHUKA HH(DOPMAITUH K 3ITOYMBIIIJICHHUKY
- TUTaH TOXHIIEHU HHPOPMALIUHU 3710yMBIIUIEHHUKOM

- KaHaJI 1ocTyna kK cety HTepHeT

24. Kakue 3 mepeuuciieHHbIX KaHaIoB yTeuknu nHpopmanuu otHocsaTess K OTITUYECKUM?
+ moArnsAbIBaHUE 32 U300paKEHNEM Ha MOHUTOPE

+ ¢ororpadupoBanre TOKYMEHTOB UJIH SKPAHOB

- IOJCJIYLIMBAaHUE [IEPETOBOPOB COTPYIHUKOB

- IepeXBaT AIEKTPOMArHUTHBIX U3Ty4eHHH KalOesei

- IpsIMOE KOITUPOBaHKE, HAIPUMEP Ha (IICHIKY
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25. Kakue w3  mepeunclIeHHBIX  KaHajlOB  YTEYKH  WHQPOPMAIMM  OTHOCATCS K
MATEPUAJIBHBIM?

+ OyMa)KHBIC JOKYMEHTHI B MYCOPHOU KOP3UHE

- ynanenunsie ¢aitnsl B kop3uae Windows

- BJIEKTPOHHBIE MOJCIYIINBAIOIINE 3aKIAAKU (<OKYUKU»)

+ yTepsiHHbIE HOCUTENN UH(POpMAIIUU

26. Kak Has3piBaeTcs KaHal yTeUKH WMH(OPMALMU, MPU KOTOPOM OCYIIECTBISETCS (uKcarus
aKyCTMUYECKOT'O CUTHaa IIPH BO3/IEHCTBUU €TI0 Ha CTPOUTENBHBIE KOHCTPYKIIMU?

+ BUOPOaKyCTHUECKHIA

- aKyCTOIEKTPUYECKUI

- CTPOUTEIIbHBIN

- MaTepUaIbHbIN

27. Kakoe 13 nepevyrcIeHHbIX OMpeaesieHIi Hanboiee TOYHO XapaKTepU3yeT MOHITHE XaKkep?
+ UT-cnennanucT, KOTOPBIM MOHUMAET CaMble OCHOBBI pa0OThI KOMITBIOTEPHBIX CUCTEM

- 110001 MOJIb30BATENh, OCYIIECTBIISIONINI HECAHKITMOHMPOBAHHBINA JOCTYH K HH(OpMaIim

- YEeJIOBEK, OCYIIECTBRISIONININ B3JIOM 3alIUThI JUIEH3MOHHBIX TPOrPAMMHBIX POAYKTOB

28. KTo u3 nepedncieHHbIX JUIYHOCTEH OTHOCUTCS K U3BECTHBIM XaKepaM-B3JIOMIIUKAM?
+ DaBapa CHoyneH

+ Jlxynuan AccaHk

+ KeBun Mutnnk

- bun I'efitc

- CtuB JI)x00c

29. Kaxk Ha3bIBaeTCs XaKepcKas aTaka, OCYIIECTBIsIEMas TIPU TIOMOIIH ITPOTPaMM HUJTH YCTPOUCTB
JUIs TIepexBara M aHaJln3a CeTeBoro tpaduxa?

+ cHuuHr nakeToB

- IP-cityunr

- PHP-unnekmus

- 0TKa3 B 00CIyXHBaHUU

30. Kak Has3bIBaeTcsi Xakepckas aTaka, KOrJa aTaKyeMblii cepBep HE MOXeT o0paborarh
OIPOMHOE KOJMYECTBO BXOJISAIIAX MAKETOB?

- COIMaJIbHAsI HHKCHEPUS

- IP-ciy¢unr

- iepenojiHeHue oydepa

+ 0TKa3 B 00CITy>KUBaHUU

31. Yem ommuaercst DDoS araka ot DoS araxu?

- aTaka OCYIIECTBIISETCS TPYIION XaKepoB

- aTaka OCYIIECTBIIICTCS HA MHOXECTBO CEPBEPOB OJTHOBPEMEHHO

+ aTaka OCYIIECTBIISIETCSI C MHOXKECTBA KOMITBIOTEPOB Ha OJHH CEPBEP

32. Kak HaszpiBaeTcsi HabOp MpOrpaMMHBIX CpeAcTB, obecneunBaromux MACKHWPOBKY
00BEKTOB MPU XaKEPCKOH aTake?

- 0K IYp

- TPOSH

+ PYTKUT
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- DDoS

33. Kak  Ha3pIBaeTcss METOA  OCYIIECTBICHHS  HECAaHKIMOHMPOBAHHOTO  JOCTyHma K
MH(GOPMALIMOHHBIM pecypcaM, OCHOBaHHbII Ha 0COOEHHOCTSIX IICUXOJOIMH YeIoBeKa?

- YEJIOBEK ITOCEPEAUHE

- 0TKa3 B 00CIyXHBaHUU

+ colyalibHast HHXKEHEPUS

34. Kak Ha3bpIBaeTCs METOJl COIMAILHOW MH)KEHEPUH, MPHU KOTOPOM JKEPTBE MO 3JICKTPOHHOM
II0YTE OTIPABIsETCA COOOIIEHNE, NoAAEIaHHOe 0] OQHUIHATbHOE TUCbMO — OT OaHKa WK
IJIaTEKHOU CUCTEMBI?

- IOPOXKHOE SI0JIOKO

- TPOSIHCKMI KOHb

+ ¢umuHr

35. Kak Ha3bIBaeTCsl METOJ COLMAIbHOW WHKEHEPUU, PACHPOCTPAHEHHBIM B OOIIECTBEHHBIX
MecTax (kade, TOProBeIX IIEHTpPax, OOMIECTBEHHOM TPAHCIIOPTE) TMPH KOTOPOM
3II0YMBINUICHHUK TOJCMATPUBAET HHPOPMAIIUIO Ha SKpaHe KePTBBI?

- TOPOKHOE SIOJIOKO

- pummHr

+ rutedeBoit cepuHT

36. Kak Ha3pIBacTCsi METOJ COIHMAJIBHOW MHXCHEPUH, MPH KOTOPOM JKEpTBA caMa IpejJiaract
3JI0yMBIIUICHHUKY HYXKHYIO eMy HH(OpManuio?

- IPETEKCTUHT

- pummHr

+ o0OparHas conraabHast WHXEHEPHUs

37. Kak Ha3pIBaeTCsi METOJl COIHMAIBLHOW WHXXCHEPHH, IPH KOTOPOM 3JIOYMBIIIJICHHUK
noadpackiBaeT MHPUIMPOBAHHBIA HOCUTENh WHGOPMAIUU B MECTE, T HOCHUTENIb MOXKET
OBITH JIETKO HaleH?

- IPETEKCTUHT

- TPOSTHCKMI KOHb

+ opokHOE S0JI0KO

3. Tadauua ¢popM TeCTOBBIX 3aJaHUI

Bcero T3 N3 aux xonmmuectBo T3 B hopme
3aKPBITHIX OTKPBITHIX HA HA NOPSIOK
COOTBETCTBHE
mT. % mT. % mT. % mT. %
100% 100 - - -

4. Ta0JH1Ia OTBETOB K TECTOBBIM 3aJIaHUAM
BepHble 0TBETHI OTMEUEHBI 3HAKOM « + », HEBEPHBIE OTMEUEHBI 3HAKOM « - ».

TECTOBOE 3AJIAHHUE Ne2 o temam 2.1. u 2.2. (AyauTopHasi caMOCTOSATENbHas paboTa).
1. Cnenudpuxanus banka recroBbix 3aganmii mo temam 2.1. u 2.2.
2. Copep:xxkanne banka TecToBBIX 3a1aHUI
HNucrpykuus: BbiOepu npaBuJibHblii(e) oTBeT(bI).
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1. B kakux Poccuiickux 3aKOHOMATEIBHBIX aKTaX PaCCMaTPUBAIOTCS BOPOCHI
nH(POPMAIMOHHOM 6e30macHOCTH?

- 3akoH «O 3amuTe HHHOPMAITINY

- Uudopmanmonusiii kogexc PO

+ YronoBHEINA Koaekc PO

+ 3akoH «O0 aBTOPCKOM IpaBe»

+ 3akoH «O0 3IEeKTPOHHON MOIITHUCH

+ 3akoH «O06 nHpopmanuu, HHPOPMAITMOHHBIX TEXHOJIOTUSAX U O 3aIIUTE HH(OOPMAIIH»

2. Kakoii 3akononarensubiii akt TAPAHTUPVYET rpaxnanuny [TPABO cB0O0aHO UCKATh,
MoJTy4aTh, MepeIaBaTh, MPOU3BOIUTE U PACTIPOCTPAHATH HH(HOPMAITUIO JTHOOBIM 3aKOHHBIM
criocooom?

- 3akoH «O 3amnuTe HHHOPMAITINY

+ Koncturynuus PO

- YronoBHbIH Konekc PO

3. B kakux Poccuiickux 3aKkOHOJATENBHBIX aKTaX PACCMATPUBAIOTCS BOMIPOCHI
OTBETCTBEHHOCTMU B o6nactu nHGOPMAITMOHHON O€3011aCHOCTHU?

+ 3akoH «O06 nndopmanyu, HHGOPMALMOHHBIX TEXHOJOTHSAX U O 3aIUTe HHPOPMAITII

- Koncturynusa PO

+ YronoBHbIN Kogekc PD

4. 3a xakue BUJBI IPECTYIICHUH B 001acTi HHGOPMAIIMOHHON 06€30MacCHOCTH MPETyCMOTPEHbI
HAKA3AHWM B Yronosuom kojaekce PD?

+ HEMpPaBOMEPHBIH TOCTYI K KOMIIBIOTEPHON HH(DOpMAITUH

+ co3aHue, UCIIOJIb30BAHNE U PACIIPOCTPAHCHUE BPEIOHOCHBIX ITPOrpaMM

+ HapylIeHue MpaBui dKcITyatanuu OBM

- ACTOJIb30BaHNE KOHTPa()aKTHON MPOTYKIIUN

5. 3a kakue BUIbI IPECTYIJIEHUH B 001acTH MHPOPMAITMOHHOMN 0€3011aCHOCTH B YTOJIOBHOM
kozaekce PO npenycmorpeno JIMIIEHUE CBOBO/IbI?

+ HenmpaBOMEPHBIN JOCTYI K KOMIIbIOTEPHON MH(OpMaLun

+ co3aHue, UCIOIb30BAHUE U PACIIPOCTPAHEHUE BPEIOHOCHBIX IIPOrPaMM

+ HapylleHue rpaBu dKcryatanuu OBM

- UCTOJIb30BaHUE KOHTPA(AKTHOW MPOAYKIIMH

6. 3a kakoe mmpecTyIuieHHe B 00J1acTH HH(POPMAIIMOHHON 0€30MacHOCTH YTOJIOBHBINA KOIEKC
P® npenycmarpuBaet CAMOE CYPOBOE HAKA3AHUE, numienne cBo0oAbI Ha CPOK /10
CEMH JIET?

- HapyILIEHHWE MpaBuJil FKCIuTyaranuu 9BM

- HEMPABOMEPHBIH TOCTYI K KOMIBIOTEPHON HH(DOpMAIIH

+ co3JaHue, UCIOJIb30BaHUE U PACIIPOCTPaHEHUE BPEIOHOCHBIX TPOrpaMMm

7. K xakomy KJ1accy OTHOCSTCSI CTaHIApPTHI, PETIIAMEHTUPYIOIINE Pa3IHIHBIC ACTIEKTHI
peanu3aliy U UCTIOJIb30BaHMsI CPEJICTB U METOAOB 3aIIUTHI?

- OLICHOYHBIE

+ cneundukanuu
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8. K kakomy Kkiaccy OTHOCSTCS CTaHJApThI, TPeIHA3HAYCHHBIC JJIs OIICHKHU M KIIACCU(PUKAIIUN
MH(POPMAITMOHHBIX CUCTEM U CPEJICTB 3alIUTHI 110 TpeOoBaHUSIM Oe30macHOCTH?

+ OLIEHOYHEIE

- crienuuKaIum

9. Kakoli u3 nepeuncieHHbIx cTanaapToB PD, sBisercs Hanbosee MOJTHBIM Ha JAaHHBIH MOMEHT
1 Ha3bIBaeTcs Takxke «OO0IIue KpUTeprn OIICHKH 0e30MacHOCTH HH(POPMAITMOHHBIX
TEXHOJIOTHII»?

- 'OCT P 50922-96 3amuta nnpopmanuu. OCHOBHBIE TEPMUHBI U OMIPEICIICHHSL.

-T'OCT P 51275-99 3amura nundopmarnuu. O0beKT nHOOpMATH3ALNH

+T'OCT P UCO/MDOK 15408 MeTobl U CpeacTBa OOECTICUeHUsT OE30MaCHOCTH

10. Kaxue 13 nepeyrciaeHHbIX CTaHIapTOB ABISIIOTCA Poccuiickumu?
+T'OCT P 50922-96

+ P 50.1.053-2005

+I'OCT P UCO/MDBK 15408

- BS 7799-1:2005

- «OpaHxeBast KHATa»

11. Kakas MexIyHapoIHas OpraHU3anus 3aHUMaeTcs pa3paboTKOM CTaHAapTOB
nH(POPMAIIMOHHOH 0e30macHOCTH?

-I'OCT

- AES

+1S0

-BS

12. Ko sBisercs pazpadorunkom crangapta BS 7799-1:2005 «[IpakTuueckue mpaBuia
yIipaBJieHUs] UH)OPMAIIMOHHON 0€301acCHOCThIO»?

- Poccus

- CIIA

+ BenukoOpuranus

- MexxayHapoiHasi OpraHu3alys 1o CTaHIapTU3aluu

13. Ko sBnsercs pazpadorunkom crangapta ISO/IEC 17799:2005 — «1udopmarimonHble
TexHosoruu — TexHonorun 6e3onacHocTu — [IpakTndyeckne nmpaBuiIa MEHEHKMEHTA
MH(POPMAIMOHHOM 6€30MacHOCTH?

- Poccus

- BenukoOpurtanus

+ MexayHapoHasi OpraHU3aIys Mo CTaHIapTU3AIIH

14. Kak o¢punumanbHO Ha3bIBaeTCs CTaHAAPT, OOBIYHO YIIOMUHAEMbIN Kak «OpaHkeBas KHUTa»?
- Kputepuu 6e3omnacHocTi HH(POPMAIIHOHHBIX CUCTEM

+ Kpurtepun olieHKH T0BEPEHHBIX KOMIIBIOTEPHBIX CUCTEM

- Kputepun onieHkr HHPOPMAITMOHHBIX CUCTEM

15. Bribepu BepHBIE OTBETHI:

+ OpankeBasi KHUTa SIBJISETCS MPapOAUTENIEM MHOTHX HAI[MOHAJIbHBIX CTAaHIApTOB
6ezonacHoctu UC

+ OpaHnykeBast KHUTA OLIEHUBAET cTeneHs Aosepus k MC B 3aBucumocTH oT ucnoib3yeMoi B C
MOJIEJIM YIIPABJIEHUS JOCTYIIOM
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+ OpamnxeBas kHura paspadorana B CILIA
- OpanxeBasi KHUTA SIBJIsIETCSI BpUTaHCKUM CTaHIapTOM

16. Kakoii kiacc 6€30macHOCTH KOMIBIOTEPHBIX CUCTEM 10 «OpaHKeBO KHUTE» 00ecrieunBaeT
HAWBOJIBIIEE JJOBEPUE (o6ecneunBaet nyuiyto 3amuineHnocts UC)?

+ ypoBeHb A

- ypoBeHb B

- ypoBeHb C

- ypoBeHs D

- ypoBeHb E

17. Kakoii kiacc 6e30macHOCTH KOMIBIOTEPHBIX CUCTEM 10 «OpaHKeBO KHUTE» 00ecrieunBaeT
HAVMEHBIINI JIOBEPUE (o6ecneunBaer Xyauyo 3amuiiensocts MC)?

- YpOBEHb A

- ypoBeHb B

- ypoBeHs C

+ ypoBens D

- ypoBeHb E

18. Kak Ha3piBaercsi ypoBeHb C cornacHo «OpaHKeBON KHUTE»?
- HEYJIOBJICTBOPUTEIIBHBIN YPOBEHb O€30MIaCHOCTH

- IPUHYIUTEILHOE YIPaBICHUE IOCTYIIOM

+ [IPOU3BOJIBHOE YIPABIEHUE JI0CTYIIOM

19. Kak Ha3piBaeTcst ypoBeHb A coriacHO «OpaHXeBOW KHUTE»?
+ Bepuduupyemasi 6€30MacHOCTb

- HEYJIOBJICTBOPUTEILHBIA YPOBEHBL 0€30MMaCHOCTH

- IPUHYIUTEIHLHOE YIPaBIECHUE IOCTYIIOM

20. Kak Ha3zwiBaeTcs ypoBeHb D cornacHo «OpaHxkeBoil KHUTE»?
- Bepuduimpyemasi 6€30mMacHOCTb

+ HEyIOBJIETBOPUTENbHBIN YPOBEHb O€30MaCHOCTH

- IPOU3BOJIHOE YIIPABIIEHUE TOCTYITOM

3.Tab6auna popm TeCTOBBIX 3aJaHUI

Bceero T3 W3 Hux xonmuectBo T3 B popme
3aKPBITHIX OTKPBITHIX HA HA NOPSAIOK
COOTBETCTBHE
mT. % mT. % mT. % mT. %
100% 100 - - -

4. Tadaua oTBETOB K TECTOBBLIM 3aIaHUAM
BepHble 0TBETHI OTMEUEHBI 3HAKOM « + », HEBEPHBIE OTMEUEHBI 3HAKOM « - ».

TECTOBOE 3AJIAHHUE Ne3 no temam 3.1. 1 3.2. (AyauTopHasi caMOCTOSATENbHas paboTa).
1. Cnenndpuxanusa banka TtecToBbIX 3aanmii mo remam 3.1. u 3.2.
2. Copep:xxkanne banka TecToBBIX 3a1aHUI
HNucrpykuus: BbiOepu NpaBuJibHbIi(e) 0TBeT(bI).
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K ypoBHio oGecriedenus nH(pOpMAIIMOHHON 0€30MacHOCTH MpeanpusaTus oTHocuTes [lonutuka
nH(pOpMaMOHHOM 6€30MmacHOCTH?

+ aJMUHUCTPATUBHBIN

- IPOrPaMMHO-TEXHUYECKHH

- HOPMaTUBHO-IIPAaBOBOM

Uro u3 MepeyuciIeHHOr0o MOXXHO cyHuTath d3(dexTuBHol [lonmTHKoW WHPOPMALMOHHOM
0€301aCHOCTH MPEITPUATHS ?

+ COBOKYITHOCTb HOPMATHUBHBIX JIOKYMEHTOB, HHCTPYKIUH, PETIaMEHTOB, IPOLIEAYP U T.II. B

obsacti nH(POPMAITMOHHOM 0€30MMaCHOCTH

- KOMIUICKT HHCTPYKIUH I OJIb30BaTeNen

- TAKeT IOKYMEHTOB Ha TeMY MH(POPMAIIMOHHOM OE301IaCHOCTH

Kakum cnocobom  gmyumie co3maBath b dextuBHyto I[lonmutuky  HMHGOPMaIMOHHON
6e3omacHoCcTH?

+ pa3paboTaTh CaMOCTOSITENIEHO

- B35Th TOTOBYIO B ceTH MIHTEepHET

- UCTIOJB30BaTh cooTBeTcTBYIOMMI ['[OCT

Kak wnaspBaercs pazgen Ilonutuku wuHbOpMalMOHHONW O€30MaCHOCTH, MOJITBEPKIAOLINI
3aMHTEPECOBAHHOCTH BBICIICTO PYKOBOJICTBA OPTaHHM3AIMH MPoOIeMaMi HHPOPMAITHOHHOM
0e30macHOCTH?

+ BBOJHBIN pa3aen

- pazzen ynpaBJieHus

- FOPUINYECKUI pa3zien

- pa3zaen (GU3NYecKoi 3alUThI

Kak naspiBaetcs pazaen [lonutuku nHbopMannoHHONW 0€30MacHOCTH, OMHUCHIBAIONIUIN MOAXO0 K
VIPaBICHUIO KOMIIBIOTEPAMH U CETSIMU TIepeaau JaHHBIX ?

- BBOJHBII pa3zen

+ paszen ynpaBlICHUSA

- FOPUIMYECKUH pa3zen

- paznen GU3UIECKOM 3aITUTHI

Kak wnazpBaercs pazgen I[lonmutukun wHGOpMAIMOHHONW O€30MacHOCTH, TOITBEPKIAIOITUN
COOTBETCTBHE MOJIUTUKH HHPOPMAIIMOHHOM 0€30MaCHOCTH TEKYIIEMY 3aKOHOJATEeNECTRY?

- BBOJHBIN pa3zien

- pas3zen ynpaBieHUs

+ IOPUANYECKHIN pa3aen

- pa3aen (GU3NYecKoi 3aluThI

B kakom paznene [lonmutuku mHDOpPMAMOHHONW OE30MACHOCTH MOTYT OBITh OMUCAHBI THIIBI
MTOMEIIEHUH OpPTaHU3aIMHA U HEOOXOJMMBIE JIJIST HUX MEphl 0€30ITaCHOCTH?

- BBOJHBII pa3fen

- pazjien yrnpaBieHus

- FOpUINYECKHIA pa3zen

+ paznen pu3nuecKon 3auThl

YTo 13 MepeyrcIeHHOTO OTHOCUTCS K TIPUHITAITAM YITPABICHHS TIEPCOHATIOM?
+ MMHUMU3ALMS IPUBUIETUN
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+ paznenenue 00s13aHHOCTEN
- pa3aeneHue NpuBUIET Uil
- MaKCHUMH3AIUs 00sS3aHHOCTEH

Brinenenue mnonbp3oBaTensiM TOJNBKO Te€X MpaB JOCTyNa, KOTOPbIE HEOOXOJIMMBI UM MJis
BBITIOJIHCHUS CITY)KECOHBIX 00s3aHHOCTEH, Ha3bIBACTCH — ...

+ MUHUMU3ALMEN TPUBUIIETHI

- pazzeneHueM 00sI3aHHOCTEMN

- MUHAMH3AIUEH 00s13aHHOCTEH

- pa3aeieHueM MpUBUIIECTUI

Pacnipenenenne poneil M OTBETCTBEHHOCTH, TaK YTOOBI OJHMH YEJIOBEK HE MOT HapyIIUTh
KPUTUYECKH BaKHBIN JIJIs1 OPraHU3allly MPOIIECC, HA3BIBACTCS — ...

- MUHUMU3ALMEN TPUBUIICTUIA

+ pazneneHueM 00s13aHHOCTEN

- MUHUMH3aIUel 00s13aHHOCTEH

- pa3zeneHueM pUBHIIETUI

B kakux cinyyasx He0OX0IMMO JIMKBUIMPOBATH IIpaBa JOCTYIA MOJIb30BaTENs?
+ 1pu yBOJIBHEHUU COTPYIHUKA

- [IPY HAXOKJCHUU COTPYIHUKA B OTIIYCKE

+ pu CMEHE JOJIKHOCTH COTPYIHUKOM

- [IpH OJIY4YEHUH BBITOBOPA COTPYIHUKOM

B kakoif MOMEHT HaYMHAETCS yIPABIICHUE ITEPCOHATIOM?
- IpU OA00PE KaHIUAATOB HA HOBYIO JOJKHOCTD

+ IIpH COCTABJICHUH OIIMCAaHHA HOBOH JOJIZKHOCTH

- TIpU pueMe Ha paboTy HOBOTO COTPYIHUKA

- ¢ IepBOro paboyero JHS HOBOI'O COTPYIHUKA

[Tpu yBOJILHEHUU COTPYAHUKA C TOUKHU 3pEHUs HH()OPMALIMOHHON O€301MacHOCTH, HE00X0IUMO:
+ NpUHATH BCE NApOIU

+ NpUHATH 000pyIOBaHHE

+ IMKBUIMPOBATH NIPAaBa JOCTYMA YBOJIEHHOTO

- (hpopmatupoBath Bce ycTpoiicTBa XpaHeHus: UHPOPMAIUU, KOTOPBIMU MOJIb30BAJICS COTPYIHUK

B kakoM Mecre opraHu3alMu JOJDKHA HAXOJWUTHCS CEpPBEpPHAs KOMHATa C TOYKH 3pPEHUS
nH(pOpMaIMOHHON O6e30macHOCTH?

+ BJaJTM OT OCHOBHOTO MTOTOKA TIOCETHTENEH

- TOYHO B reorpa)uueckoM IIEHTPe OpraHu3aIiH

- OJIIDKe K TJIAaBHOMY BXOJTy B 3/IaHUC

- OmKe K KaOMHETY PYKOBOAUTENS OpraHu3alluu

Kak Heo0xoauMo 0003HAUMUTH CEpBEPHYIO KOMHATY Ha pa3jMYHBIX YKa3aTeNsiX M HACTEHHBIX
KapTax B OpraHU3aliy ¢ TOUYKH 3peHUs HH(OpMallMOHHON Oe30macHoCTH?

+ 0003HauaTh HE CTOUT

- cepBepHas KOMHaTa

- "H(GOPMAIIMOHHBIH LIEHTP
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YTo U3 mepeyrciIeHHOr0 MOKHO HCIIOJIb30BaTh B KQUECTBE AJIEKTPOHHBIX CHCTEM OOHApY)KEHUS
3JI0YMBIIIICHHUKOB?

+ OXpaHHYIO CUTHAJIM3aLHIO

- KOJIOBBIE 3aMKH

+ KaMmepbl BUICOHAOTIOACHHS

- MEXCETEBbIE IKPAHbI

Kakoi#t Thm 3amMka MOXET TO3BOJISITH YCTAHABIMBATh PA3IMUHbIE KOMOWHAIIMU I KaKIIOTO
M0JI30BATENS M BECTH KYpPHaAJI COOBITUM PErUCTPALMK MOJIb30BaTEIEH?

+ 3JIEKTPOHHBIN KOJIOBBIN

- MEXaHHMYECKHUH KOJIOBBIM

- 1r000# KOIOBBIH

Kakwue TUIibl 1aTYMKOB UCIIONIB3YIOTCS IS (PU3NYECKON 3alUThI CEPBEPHON KOMHATHI?
+ mmoxapHsie

+ OXpaHHBIE

+ IPOTEYKHU BOJBI

- 00pbIBa Ka0OeJIIs MUTAHUS

Kaxkue ObIBarOT TUIIBI MMOXKAPHBIX JATUUKOB?
+ OBIMOBBIC

+ TEIUIOBBIE

- KOHTAaKTHEIC

- éMKOCTHBIC

YTO 13 NepeynciIeHHOro OTHOCUTCS K OXPaHHOM CUTHAJIU3aluu?
+ €MKOCTHBIE JaTYUKU

+ aTYUKH IBU>KCHUS

+ uHdpakpacHsie (Ja3epHbIE) TaTINKU

+ BUOpaIMOHHBIEC JAaTYNKU

- ILIMOBBIE TATYNKU

UTo U3 NepeynciieHHOr0 OTHOCUTCS K MTOKapHOW CUTHATIN3aLUuU?
- EMKOCTHBIE JaTYUKHU

+ TEIJIOBBIC JATYUKU

- TaTYUKH IIPOTEUKHU

- BUOpalOHHBIE JaTYUKH

+ IBIMOBBIE TaTYUKU

UTo U3 mepeyrciIeHHOr0 OTHOCUTCS K CPEJICTBAM 3alIUTHl KaOEIbHOW CUCTEMBI CETH?
- OXpaHHbBIC JATYUKU

+ Ka0enL-KaHaJIbl

+ repMeTHYHBIE TIOJTUITHIICHOBBIE pyKaBa

- KaMepbl HAOIIOICHUS

Kakyto cucremy nokapoTylIeHus IPeaIOUYTUTENBHEE UCII0Ib30BaTh B CEPBEPHBIX KOMHATAX?
- ICHHYIO

+ ra3zoBymo

- IOPOIIKOBYIO
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Kakoii Bapmant Hactpoiiku 3amutel B BIOS pocraroueH g 3ammuThl KOMIbIOTEpA OT
HECAaHKIIMOHUPOBAHHOTO AOCTyNa?

- mapouis Ha BxoJ B BIOS

- IapOJIb Ha BXOJl B CUCTEMY

+ 00a mapos

Uro npencrasisier coboit komHata UT-6e3omacHoctu?

+ MomynbHast KOHCTPYKIIHS THIIA TOMEIIECHHE B TIOMEIICHUH

- KaOMHeT 00y4eHUs1 HHPOPMALMOHHOW OE30MaCHOCTH

- IOMEIIeHNE, B KOTOPOM 00€eCIeyeHa 3aliTa OT MPOCITyIIHBAHMS

3. Tadauna popmM TeCTOBBIX 3aJaHNI

Bcero T3 N3 aux xommuectBo T3 B hopme
3aKpbITHIX OTKPBITBIX Ha HA NMOPAIOK
COOTBETCTBHE
mT. % mt. % mt. % mT. %
100% 100 - - -

4. Ta0JaMIa 0TBETOB K TECTOBBIM 3aJJaHUAM
BepHble 0TBETHI OTMEUYEHBI 3HAKOM « + », HEBEPHBIE OTMEUEHBI 3HAKOM « - ».

TECTOBOE 3AJJAHUE N4 o teme 4.1. (AynutopHasi camocTosiTesbHasi paboTa).
1. Cnenudpurxanus banka TecTtoBbIX 3a1anuii o teme 4.1.
2. Conep:xkanne banka TecToBbIX 3a1aHUii
HNHcTpyKkuus: BbiOepH NpaBU/IbHBIN(e) 0OTBET(bI).

1. Jluno wim mporecc, JecTBUE KOTOPOTO PETIIAMEHTUPYIOTCS MPaBHIIAMH pa3rpaHHyYCHHSI
JOCTYIIa, HA3bIBACTC ...

+ cyOBeKTOM

- 00BEKTOM

- KITUCHTOM

- OJIb30BATEIEM

2. EnuHunna nHGOPMAMOHHOTO pecypca aBTOMATU3HPOBAHHOW CUCTEMBI, IOCTYI K KOTOPOU
pernamMeHTHpyeTcs paBUIaMH Pa3srpPaHUYEHUs TOCTYIIA, Ha3bIBACTCH ...

- CyOBEKTOM

+ 00beKTOM

- KIIMEHTOM

- (haitsiom

3. Kak ermie Ha3bpIBaeTCsl MaHIATHOE YIIpaBJIEHUE JOCTYIIOM?
+ IpPUHYIUTETHEHOE

- IPOU3BOJIHOE

- poneBoe

- n30upaTenpHoe

4. Kak erie Ha3bIBaeTCs MPOU3BOJILHOE YIIPaBJIEHUE JOCTYIOM?
- MaHIaTHOE

+ AUCKPELOHHOE

+ n3buparenpHoe
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5. B kakoif Mogenu yrpaBiaeHUs JOCTYIIOM IPUMEHSIOTCS CITUCKU WM MaTPHIIBI JoCcTyma?
- MaHJJaTHOU

+ IUCKPELIMOHHOMN

- poneBou

- Tr00O0H

6. B xakoif Mogenu ynpaBiaeHUs JOCTYIIOM MPUMEHSIOTCS METKH O€30ITaCHOCTH
(xoH(pUACHIINATHHOCTH)?

+ MaHJaTHOH

- IUCKPEUHOHHOU

- poseBou

- II000#

7. Uro omuceIBaeT METKa O€30MACHOCTH CYOBEKTa B IPUHYAUTEIHLHOM MOJICTH YIIPABICHUS
J0CTyIIom?

+ ero 01aroHaIeKHOCTh

- CTENEeHb €ro KOH(PHICHIIUATBHOCTH

- €ro TpaBa JI0CTyma

- €ro poJjb

8. Kro ycTaHaBIMBaeT IIpaBa JOCTYyIa K KOHKpeTHOMY 00bekTy B JIMCKPEIIMOHHOM
MOJIEJIN YIIPABICHUS JOCTYOM?

- 1100011 1oJsIb30BaTEND

- TOJIBKO CUCTEMHBIN aJIMUHUCTPATOP

+ Biajener oobeKTa

- cama cucTeMa

9. KTo ycTaHaBIHMBaeT IIpaBa JOCTYIA K KOHKpeTHOMY 00bekTy B MAHJIATHOM Moznenu
YIIPaBJIEHUS TOCTYIIOM?

- 11000¥ MOJIb30BaTENb

- TOJIBKO CUCTEMHBIN aIMUHHACTPATOP

- BIIajiener o0beKTa

+ cama cucreMa

10. Komy, corynacHO AUCKPEIIMOHHON MOJAEIH YIPaBJIEHUS 10CTYIIOM, CYOBEKT C ONpelelIeHHbIM
MIPaBOM JIOCTYTIa MOXKET MepelaTh 3TO MPaBo?

- HU KOMY

- TOJILKO CUCTEMHOMY aIMUHUCTPATOPY

+ mo6oMy Ipyromy cyOBeKTy

11. B xaxoii Mojenu ynpasiaeHHs JOCTYIIOM IOJIb30BATENb CaM YCTaHABIMBAET MpaBa JI0CTYyIa K
00BEKTaM, UYbMMH BJIAJI€TIbIEM SIBIIsSIETCA?

+ IUCKPELIMOHHOU

- MAH/IaTHOU

- poJieBOMU

- 1100011

12. 3akpsITasi cucTeMa JUCKPEIIMOHHOTO YIPaBICHHS JOCTYIIOM TOJpa3yMeBaeT, 4To
M3HAYAJIBHO ...
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+ 00BEKT HE IOCTYIIEH HUKOMY, U B CIIUCKE MIPaB JOCTYIA OMHMCHIBACTCS CIIMCOK pa3peIieHui
- 00BEKT JJOCTYIIEH BCEM, U B CIHCKE MPaB JOCTYIa OMUCHIBAETCS CIIMCOK OIPaHUYCHHIM

13. OtkpsiTas cucremMa JUCKPELIMOHHOTO YIPABIEHUS JOCTYIIOM MMOApa3yMeBaeT, uTo
W3HAYaJIbHO ...

- 00BEKT He JOCTYIEH HUKOMY, U B CIIMCKE MPaB JOCTYIIa OMHMCHIBAETCS CIIHCOK pa3pelieHuit

+ 00BEKT JJOCTYIIEH BCEM, M B CITUCKE MPaB JIOCTYIIA OMUCHIBACTCS CIIMCOK OTPaHUYCHUN

14. OcHOBHBIMU IPEUMYILECTBAMU IIPOU3BOIBHOIO YIIPABIEHUS TOCTYIIOM SBJISIOTCS ...
+ IpOCTOTa peaan3alu

- IPOCTOTA aIMUHUCTPUPOBAHHUS

- BBICOKAsl CTEIIEHb 0€30M1aCHOCTH

+ rudkocTh

15. OCHOBHBIM IPEUMYILIECTBOM NPUHYIUTEIBHOIO YIIPABICHUSI JOCTYIIOM SIBJISIETCH ...
- IPOCTOTA peaTn3alu

- IPOCTOTA A IMUHUCTPUPOBAHUS

+ BBICOKas CTeNeHb 0€30M1acCHOCTH

- THOKOCTB

16. Kakast Moienb yrpaBiieHUs JOCTYIIOM IPUMEHSIETCS B ONIEpallMOHHbIX cucTemax Microsoft
Windows?

- MaHIaTHasA

+ IUCKpPELUOHHAs

- poJieBas

17. B manmatHO# Mo 00BEKTY MPUCBOCHA METKA OE30TTACHOCTH «KOH(UICHITHATLHOY,
kareropus «oyxranrepus». Kakue CYBbEKTDBI MoryT uMeTs 10CTyn K JaHHOMY OOBEKTY?

+ CeKpeTHo, Oyxranrep

+ KOH(UIEHINATIBHO, OyXTanrep

- COBEPIIEHHO CEKPETHO, MHXKEHEP

- 1100bIe CyOBEKThI

18. B manaatHo#t Moaenu 00BEKTY MPUCBOCHA METKA O€30MaCHOCTH «HECEKPETHOY, KAaTeropus
«kanpe». Kakoit CYBBEKT Oyzaetr umets nocTyn K JaHHOMY 00BEKTY?

- TOJIBKO CEKPETHO, KaJpbl

- TOJIBKO CEKPETHO, OyXranTep

- TOJIBKO HECEKPETHO, MHXKEHEP

+ Bce CyOBEKTHI

19. B mangatHO MOJIeNn CyOBbEKT UMEET YPOBEHB JIOCTYIIA «CEKPETHOY, KAaTETOPHS
«oyxranrep». Kakue OB bEKTBI 6yayT emy nocTynHbi?

- COBEPIIEHHO CEKPETHO, OyXrantepus

+ cexpeTHo, OyxXranTepus

+ KOH(UEeHIINAIbHO, OyXTanTepus

+ HECEKPETHO, KaJIphl

- CEKpETHO, KaJpbl

20. Yo u3 mepevyrcIeHHOro MOHUMAETE 0T TSPMHUHOM ITPOTOKOIHPOBAHHE?
- aHAJIM3 HAKOTUIEHHOW WH(pOpManuu
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+ c60p U HaKoIUIEHnE UH(OPMAITHH O cOObIMUSAX, TIPOUCXOAALINX B HH()OPMAIIMOHHON cHCcTEMe
- IIPOLIECC 3aMMCU UHPOPMAIMH O TPOUCXOASIIUX ¢ KAKUM-TO 00BEKTOM COOBITHSX B KypHal

21. Yro u3 mepeyrciIeHHOro OHUMAETe 10l TEPMUHOM JKypHAIUpOBaHUE?

- aHAJIM3 HAKOIJICHHOHW MH(popManuu

- cOop ¥ HaKoIUIeHHE HHHOPMALIUHU O CcOObIMUAX, TIPOUCXOJSIINX B UHPOPMAIIHOHHOM CHCTEME
+ mporiecc 3anucu HHPOPMALIUU O TIPOUCXOIAIMINX ¢ KAKUM-TO O0BEKTOM COOBITUSX B KYpHAT

22. Yto U3 mepeyrcIeHHOro MOHUMAETE MO/I TEPMHUHOM ayIUT?

+ aHaJIM3 HAKOILJICHHOW WH(pOpMaIuu

- cOOp M HaKOIUIEHNE HH(OPMAIHH O COObIMUSAX, TPOUCXOAANINX B HH()OPMAIIMOHHON cCHCTEME
- TIpoIIecC 3aucH HH(POPMAIIUU O TPOUCXOSIIAX C KAKUM-TO 0OBEKTOM COOBITHSX B KypHAI

23. Kakwue 3a1auu MOXKHO peIIaTh ITPH IIOMOIIN IPOTOKOJUPOBAHUS U ayuTa?
+ obecnieueHne MoJ0TYETHOCTH MOIb30BaTENeH

+ obecrnieueHne MOA0TYETHOCTH aIMUHHCTPATOPOB

+ BO3MOXXHOCTb PEKOHCTPYKIIUHU TTOCIIEIOBATEILHOCTH COOBITUIMA

+ oOHapy)keHHe ONBITOK HapyIIeHn NH(GOopManoHHON 0€30MmacHOCTH

- o0ecrieueHne ayTeHTU(hUKAUT

24. Omneparusnsiii aynut ¢ ABTOMATUYECKHWM pearnpoBanreM Ha BBISIBICHHBIC
HELITATHBIE CUTYAllUH, HA3bIBACTCH ...

+ aKTUBHBIM

- OIIEPaTUBHBIM

- aBTOMaTHYECKUM

25. B akTHBHOM ayuTe K OIIMOKaM IEPBOTO POjia OTHOCUTCS?
+ IPOIyCK aTaku
- TIO’)KHOE cpabaThIBaHKE

26. B akTHBHOM ayJuTe K OMTUOKAM BTOPOTO POJIa OTHOCHUTCS?
- IPOITYCK aTaKu
+ o’kHOE cpabaThIBaHUE

27. JleiicTBHSI, BBITIONHSAEMBIC B PAMKaX UMEIOIIUXCSI IIOJTHOMOYWH, HO HAPYIIAIOIIUE TIOJTUTHKY
0€30MacHOCTH, HAa3bIBAIOTCSA — ...

- IPUCBOEHHUEM MTOJIHOMOYHUIA

+ 310ynoTpebieHneM OTHOMOYHSIMH

- HApYIIEHUEM TTOJTHOMOYHIA

28. Kakue u3 nepevncieHHbIX (ailIOBBIX CUCTEM OTHOCATCS K )KYPHATAPYEMbIM?
+ NFS+

+ NTFS

- FAT32

+ ext3fs

- ext2fs

29. Ilpouecc coolbiieHus: CcyObeKTOM CBOETO UMEHU WIJIM HOMEPA, C LENIbI0 OTINYUTh TaHHBIH
CYOBEKT OT APYTUX CYObEKTOB, HA3bIBACTCA — ...
- aBTOpU3aLMEH
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- ayTeHTH(pUKaKen
+ uneHTuduKanuen

30. IIpenocraBieHne CyObEKTY HEKOTOPBIX MPaB M MPOBEPKA UX HAIWYHS, HA3bIBACTCS — ...
+ aBTOpHU3aLHEH

- ayTeHTU(DHUKaIuen

- uaeHTUUKAIIEH

31. Ipouemypa MpOBEPKU COOTBETCTBHSI CYOBEKTa U TOTO, 32 KOT'O OH IBITaeTCs ceOs BBIAATH, C
MOMOIIIBIO0 HEKOW YHUKAJIbHON HH()OPMAIIHH, HA3bIBACTCS — ...

- aBTOpU3aLMEn

+ ayreHTuUKanueH

- uaeHTUUKAIIEH

32. YTo u3 NepeuncIeHHOr0 MOXKET OBITh «IABYXCTOPOHHUM»?
- aBTOpU3AIHS

+ ayreHTUDHUKAITISA

- UICHTU(PUKALIHAS

33. K xakomy By ayTeHTU(PHUKAIMOHHBIX CYITHOCTEH OTHOCSTCS apoJin?
- HEYTO, YeM BJIa/IeeT CyOBEKT

+ HE4To, 4TO 3HACT CYOBEKT

- HCUYTO, UTO ABJISACTCA 4aCTbIO CY6T)CKT21

34. K kakomy Buy ayTeHTU(HUKAMOHHBIX cymHocTel oTHOCHTCs USB-Kkimou?
+ HEe4To, 4eM BIIA/ICET CyObEKT

- HEYTO, UTO 3HAET CyOBEKT

- HEYTO, 4TO SBJISETCS YacTbIO CyObeKTa

35. K xakomy BuIy ayTeHTU(DUKAIIMOHHBIX CYITHOCTEH OTHOCSTCS OTIEYATKH MajbIeB?
- HEUTO, YeM BIIAJICET CYOBEKT

- HEYTO, UTO 3HAET CyOBEKT

+ HEUTO, UTO SIBJISIETCS YaCThIO CYObEeKTa

36. K xakomy Buy ayTeHTU(UKAIIMOHHBIX CYITHOCTEH OTHOCHTCS ceTyaTka riasa’?
- HEYTO, YeM BIIaJIeeT CyObEKT

- HEYTO, YTO 3HAET CyOBEKT

+ HEeuTo, 4TO ABJSETCS YaCThIO CyObEKTa

37. Yto u3 nepeuncinennoro ornocurcs kK ®U3NOJIOI'MYECKUM Onomerpudeckum
XapaKkTEepUCTUKaAM?

- TOJI0C

+ OTII€YATKH MaJIbIEB

- IOYepK CyObeKTa

+ ceTyaTka riasa

+ (hopma KHCTH pPyKH

38. Uto u3 nepeuncinennoro ornocurcs kK [IOBEJJEHUECKNM 6uomerpuieckum
XapakTepUCTUKaAM?
+ rosioc
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- OTIICYATKHU MANIBIICB
+ moyepk cyoneKTa

- ceTyaTka riasa

- opma kuCTH pyKH

39. Bribepu 1Ba BEpHBIX YTBEPIKICHHS.

+ BBOJ ITApPOJIst MOXKHO MOJACMOTPETH

+ [JIaBHOE IOCTOMHCTBO MAapOJIbHOM ayTeHTU(UKAIIMHI — IPOCTOTA U PUBBIYHOCTD
- MapoJIb HEBO3MOXKHO MMO100paTh

- IapojbHas ayTeHTU(HUKaIus 001a/1aeT OYeHb BBICOKOM HAJIE)KHOCTHIO

40. YTo u3 nepevnciIeHHoro NpuMeHseTcs i MOBBILEHHS HAJeKHOCTH MapOJIbHOM
ayTeHTU(UKauu?

- UCTOJIb30BAHUE €IUHOTO MAPOJIs I BCEX CEPBUCOB

+ UCNOIBb30BaHUE OAHOPA30BBIX MAPONIEH

+ orpaHuYeHue YUCIia HeYJaYHbIX MOMBITOK BBOJA

+ neproanyecKas CMeHa IapoJien

41. Kakue u3 npuseneHHbIX npumMepos naposieit MOXKXHO cuntath HaneXxHbIMU?
+ g1f2h3j4k5m6

- cl$d

- l1Ban MBanoBHY

+ y&7h2*sv

42. Tlouemy maponb tuna «c1$d» cuuraercst HE HagexHbiM?
+ CIIMIIKOM KOPOTKHM

- UCTIONB3YIOTCS U (PBI

- HE UCIOJIb3YIOTCSI CUMBOJIbI KUPHJUIALIBI

43. TTouemy mapons Tuna «MBan MBanosuu» cuntaerca HE HanesxxHpiM?
- CIIMIIKOM KOPOTKUH

+ He UCTIONB3YIOTCS LU PbI

+ HE UCHOJB3YIOTCS CIIEIICUMBOJIBI

+ UCMOJb3yeTCsl OCMBICIIEHHBIN HA0OP CHMBOJIOB

44. Kakue u3 npuBeaeHHbIX npumepoB naposneit HEJIb35 cunrats HagexHBIMU?
+ 1234567890

- g1f2h3j4k5m6

- y&7h2*sv

+ Password

45. Kakoil MeTo]1 MapoJbHOM ayTeHTUDHUKAIIMK OoJiee HalexeH?
+ Ha OCHOBE OJTHOPA30BBIX MAPOJIEH
- Ha OCHOBE MHOT'OPa30BbIX Mapojei

46. Nnentuduxanus, ayreHtudukanus. Beioepu BepHblii oTBeT. UTO npezcTaBiser coboi
nporpaMMHsIid poaykt Kerberos?

+ cepBep ayTeHTHUPHUKAIUN

- cepBep uAeHTUUKAIUS

- IEHTpP aBTOPU3ALUHU
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47. TIpOMCXOIUT JIH MPH UCIIOIB30BaHUH MMPOrPaMMHOTI0 mpoaykra Kerberos nepemaya maposeit

o cetu?
+ HeT

-J1a

48. Uto U3 mepeyncIieHHOT0 OTHOCHUTCS K CpeIcTBaM UACHTU(DHUKAIIH?

+ I Tpux-Kon
+ RFID

+ buomerpust
- [Taposb

49. YTo u3 NepeuncIeHHOr0 OTHOCUTCS K CPEICTBAM ayTEHTHU(HUKAIIN?

- Tpux-kon
- RFID

+ buomertpus
+ ITapoiib

3.Tab6auna ¢popm TeCTOBBIX 3aJaHMI

Bcero T3 W3 Hux xonuvectBo T3 B hopme
3aKPBITHIX OTKPBITHIX HA HA NOPSI0K
COOTBETCTBHE
mT. % mT. % mT. % wT. %
100% 100 - - -

4. TadJU1Ia OTBETOB K TECTOBBIM 3aJaHUAM
BepHble 0TBETHI OTMEUCHBI 3HAKOM « + », HEBEPHBIC OTMEUCHBI 3HAKOM « - ».

TECTOBOE 3AJIAHHUE Ne5 o teme 4.2. (AyauTopHas caMoCTosITelIbHas padoTa).
1. Cnenndpuxanusa banka TecToBbIX 3a1aHui 1o Teme 4.2.
2. Copep:xxkanne banka TecToBBIX 3a1aHH
HNucTpykuus: BbiOepHu npaBuJibHblii(e) oTBeT(bI).

1. HccnenoBaHue BO3MOXKHOCTH aemmdposanus napopmammu BE3 3SHAHU S KITFOUEN,
Ha3bIBAETCH ...
+ KpUIITOaHAIN30M
- KPUITOJIOTUEN
- KPUITOCTOMKOCTBIO

2. Kaxkoe monsiTre BKItouaeT B ceds Apyrue nBa?
- KpUIITOAHAIU3

- Kpunrorpagus

+ KpUIITOJIOTHUS

3. [Tponecc u3Bneuenus otkpeitoro trekcra BE3 3HAHUSA kpunrorpaduyeckoro kiroya Ha
OCHOBE M3BECTHOTO MIM(POBAHHOTO TEKCTA, HA3BIBACTCH ...

- pacudpoBaHueM

- KPUITOJIOTHEN

+ nemndpoBaHrEM
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4. [Tporecc U3BICUCHHUS OTKPHITOTO TEKCTA U3 3alIU(PPOBAHHOTO C UCTIOIb30BAaHUEM
KPUNTOrpaUuecKoro Kiro4da, Ha3bIBaeTes ...

+ pacumdpoBanuem

- KPUIITOJIOTHEHN

- nemuppoBaHUEM

S. Kakoii meton mmdppoBanus nucnoib3osan FOmuii Lesaps?
- mu¢ppoBaHNE TaMMUPOBAHUEM

+ mmdpoBanue 3aMeHOM

- mu¢ppoBaHUE NTEPECTaHOBKOM

6. Cawmpblii npeBHU IUGPOBAHHBIA TEKCT, HAMICHHBIH B MeconoTaMuu, COJAEPKUT
UHPOPMALIUIO ...

- 0 peuenTe Oanb3aMUpOBaHuUs Tena apaoHa

- 0 peuenTe OeccmepTus

+ 0 penenTe ria3ypu A TOHYAPHBIX U3AETUi

7. B Npesneii ['pertuu no cBeaenusim [Inyrapxa nucnois30Bainoch MHUPpPYyOLIEe YCTPOHCTBO
— CKHUTaJlb, KOTOPOE MPEICTABIISIIO COOOH ...

- KOHYC

+ MUIMHAP

- map

8. Kpunrorpaduueckue MeTobl, UCIOIB3YIOLIUE U AJIS IUGPOBAHUS, U JUIS
nemndposanus OJAVH U TOT XKE KJIYOY, nazpiBatoTcs ...

- METOJaMU aCUMMETPUYHOT0 MHU(PPOBAHUS

+ MeTo/laMi CUMMETPUYHOIO HIU(PPOBAHUS

9. [Tpu cumMMeTpruHOM MG POBAHUN COOOIIEHNE MK (PYETCs TPU MTOMOIIH ...
- IBYX KIJIFOYEHN

+ 3aKpPBITOrO KJIF04Ya

+ OJTHOTO M TOTO K€ KJIro4a

- OTKPBITOTO KJIK04a

10. K kakum metogam oTHOcUTCs mH@poBaHue no Tadauie Bukenepa?
- ACCUMETPUYHBIM

+ CUMMETPHUYHBIM

- U TEM U IpYyTUM

11.  Yro M3 mepeyrcIeHHOro OTHOCUTCS K METOAaM CUMMETPUYHOTO MU pOBaHU?
+ mmdpoBaHne raMMHPOBaHUEM

+ mudpoBanue 3aMeHOM

+ mmrdpoBaHre NepPecTaHOBKOM

- mM(pOBaHUE C OTKPHITHIM KIHOUOM

12. Kak Ha3bIBaercs mn(ppoBaHUE 3aMEHOU, TIPU KOTOPOH UCTIOIB3YETCs] HECKOJIBKO
andaBuTOB?

- MOHO(OHUYECKOE

+ nonuangaBuTHOE

- MHOTOKOHTYpPHOE
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13. Kaxk HaspiBaercs mudpoBanue 3aMeHOM, MPU KOTOPOH TSl PEIKO BCTPEUAFOIITUXCST
CHMBOJIOB IPUMEHSIOT O/IMH ali(haBUT, a JJIsl 4ACTO BCTPEUAIOIIUXCS — HECKOIBKO?

+ MOHO(OHUYECKOE

- nonuanpaBUTHOE

- MHOTOKOHTYPHOE

14. K kakoMmy meTony oTHOCUTCS mudpoBanue mo tadauie Bikenepa?
- mu¢poBaHUE TAMMUPOBAHHEM

+ mmdpoBaHue 3aMeHOM

- mmQpoBaHue MepecTaHOBKON

15. ITpasuiio nornyeckoit OKBUBAJIEHTHOCTMU riacut: npu ClioXeHUH IBYX
OJIMHAKOBBIX CUMBOJIOB IIOJYYAEM ...

- JIOTUYECKYIO ETUHUILLY

+ JIOruyecKuil HoJIb

16. [[IndpoBanmre ¢ UCITOIB30BAHUEM B KAYECTBE TaMMBbI CIIOBOCOUCTAHUS
«aBTOMAaTU3UPOBAHHBIE HHPOPMAIIMOHHBIC CHCTEMBI», OTHOCUTCSI K TAMMHUPOBAHHUIO C ...

- OECKOHEYHOH raMMOH

+ KOHEYHOM AJTMHHOM raMMoit

- KOHEYHOM KOPOTKOW raMMou

17. [[IndpoBaHre ¢ UCIIOIBL30BAHKEM B KauecTBE raMMbl unciia [1u, oTHOocHuTCS K
raMMHPOBAHUIO C ...

+ OECKOHEYHOHN TaMMOM

- KOHCUYHOM JIMHHON raMMOM

- KOHEYHOU KOPOTKOM raMMou

18. Kpunrorpaduueckre MeTobl, UCIOIB3YIOLIUE U AJIS MUGPOBAHUS, U JUIS
nemupoBaHus 1BA pa3HBIX KIIF0YA, OJIMH U3 KOTOPBIX 3aKPBITHIA, PYroid OTKPBITHIMH,
Ha3bIBAIOTCA ...

+ METOAaMN aCHMMETPUYHOTO MU(PPOBAHHS

- METOJAaMU CUMMETPUYHOTO MU(POBAHUSL

19. [Tpu acummerpuunom ILIMOPOBAHUU coobuienue mudpyercs mpu MOMOITH ...
- 3aKPBITOTO KITFOYa

- OJTHOTO U TOT'O K€ KJIoua

+ OTKPBITOrO KIIF04Ya

20. [Tpu acummerpuunom HIIMOPOBAHUU coobiienune pacmu@poBbIBaeTcs MpU MOMOIIN

- 0e3 KIIrouen
+ 3aKpBITOrO KJIF0Ya
- OTKPBITOTO KJTFOYa

21. UTo 13 MepeyncIeHHOr0 OTHOCUTCS K METOJ[aM aCUMMETPUYHOTO mu(poBaHus?
- mM(ppoBaHue raMMHPOBAHUEM

- mugpoBaHUe 3aMEHOI

+ mmdpoBaHue ¢ OTKPHITHIM KIHOUOM
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22. Kaxkune na3piBaroTCs MaTeMaTuueckue (PyHKITUH, JIe)KaIue B OCHOBE aCCUMETPHYHOTO
mudpoBaHus?

+ 0JIHOCTOPOHHUE

- ACCUMETpPUYHbBIC

- OECKOHEUYHBIE

23. OnektponHas nudposas noanuck (BLIT) mpeacrasnser coboii:

- nupoBoe N300pakeHNe MOIUCH aBTOpa

+ IOCIIeI0BATEILHOCTD U3 HECKOJIBKUX CHMBOJIOB B DJISKTPOHHOM JIOKYMEHTE

- IOJTHBIN TEKCT B 3aMIM(POBAHHOM BHUJIE, 100ABICHHBIN K (hailily ¢ 3alIMIIaeMbIM TEKCTOM

24.  BriOepu BepHOE MOHATHE IEKTPOHHOHU 1(poBoit moanucu (DLI):

+ OUIT — s1o pexBuszut DJIEKTPOHHOI'O nokymeHnTa, npeaHa3Hauye€HHbINA JJ1s1
YIOCTOBEPEHUSI NCTOYHHUKA JAHHBIX W 3alMTHI JAHHOTO YJIEKTPOHHOTO JIOKYMEHTa OT
I[HOAAEJIKN

- OUII — a0 pexBusut bBYMAXHOI'O noxymeHnTa, npeiHa3HauY€HHBIN 1)1 y10CTOBEPEHUS
MCTOYHMKA JAaHHBIX U 3aLIUThI JAHHOTO 1eKTpOoHHOro JokymeHTa ot [TIOJ/IEJIKU

- OUII — sto pexBuzut DJIEKTPOHHOI'O noxymenTa, npenHa3Hau€HHBIN U1 yIO0CTOBEPEHUS
MCTOYHMKA JAaHHBIX U 3aLUThI JaHHOT'O 3JIEKTPOHHOIO IOKYMEHTAa OT
HECAHKIIMOHNPOBAHHOI'O UCITOJIb3OBAHU A

25. [TpeoOpa3zoBaHre BXOJHOTO MacCUBa JAHHBIX [IPOU3BOJIBLHOM JUIMHBI B BBIXOHYIO
OUTOBYIO CTPOKY (PMKCUPOBAHHOM JIJIMHBI, HA3bIBAETCH ...

+ XOIIMPOBAaHUEM

- OUII

- KOOJUPOBAaHUEM

26. OnekrponHas mudpposas noanuck (L) obecieunBaer:
+ yJ10ocTOBEpeHHEe UCTOUHUKA JOKYMEHTa

+ 3amMTy OT U3MEHEHHUI JOKYMEHTA

- 3aIUTY OT HECAHKIIMOHUPOBAHHOI'O MCIIOJIb30BAHMS

+ HEBO3MOKHOCTh OTKa3a OT aBTOPCTBA

27. Hnst cozpanust DI ucnons3yerces ...
+ 3aKpBITHINA KITHOY
- OTKPBITBINA KJIFOY

28. [Tpu nposepke DI ncnonb3yercs ...
- 00a kiroua

- 3aKPBITHIN KIIFOY

+ OTKPBITBIN KIIHOY

29. Kaxkue 13 nepeyrcIeHHbIX AITOPUTMOB IU(PPOBAHUS TPEIHAZHAYCHBI [T CO3/1aHUS XellI-
byHKINIA?

- DES

+ MD5

+ SHA

- AES
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30. Kaxkue U3 nepeyrcIeHHbIX aITOPUTMOB MU(PPOBAHHUS UCHOIB3YIOTCS IS SJICKTPOHHOM
nudposoit moamucu (D1IT)?

- DES

+ RSA

+ DSA

- AES

31. Kakue U3 nepeyrciaeHHbIX AITOPUTMOB OTHOCSTCS K CHMMETPUYHBIM?
+ DES
- RSA
+ AES
- MD5

32. Kakue U3 nepeyrcieHHbIX aITOPUTMOB OTHOCATCS] K aCUMMETPUYHBIM?
+ RSA

+ DSA

- AES

+ MD5

33. Kakoif u3 nepeynciaeHHbIX alrOPUTMOB YacTo UcHojb3yeTcs B IHTepHeTe [uis
BBIUMCJIEHUS] KOHTPOJIBHBIX CyMM?

- DES

+ MD5

- SHA

- AES

34. Kaxkoif U3 nepeyncIeHHbBIX aITOPUTMOB YacTO UCHIOIB3YETCs IS 3alIUThl HH()OPMAIIHH B
6ecripoBoHbIX ceTssx Wi-Fi?

- MD5

- RSA

+ AES

35. Kakue u3 nepeuncieHHbx anroputmoB mudpposanust HE MOI'Y T ucnons3oBaThbes B
Poccuiickux rocy1apCTBEHHBIX YUPEXKIACHUAX?

- 'OCT P 34.10-2001

+ MD5

+ SHA

+ IDEA

+ AES

36. Kaxkue u3 nmepeyncieHHbIX cpeacTB mudpoanus MoxHO otHecTH K AIITTAPATHBIM?
- OUII

+ mmdposanabHas MammHa Enigma

- nporpamma 7-Zip

+ CKHATAIIb

- AES128

37. CoBpeMeHHbIE CPeJCTBa KPUNTOrpapHUECKON 3aUThl HHPOPMALIUK OPA3IENAI0TCS Ha

CJIEYIONINX JBa BUA ...
- amnmnaparHble
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+ anmapaTHO-IIpOrpaMMHBIE
+ nporpaMMHEBIE

38. KakoBbI 10CTOMHCTBA ACCUMETPUYHBIX aITOPUTMOB IU(PPOBAHUS?
- KOPOTKHE KIIIOYH MIH(ppoBaHUs

+ BBICOKasi KPUIITOCTOMKOCTD

+ oTCyTCTBHUE MPOOIIEMBI IEPEAaYH KIIF0Ya BTOPOM CTOPOHE

- BBICOKAsl CKOPOCTB IU(POBAHUS

3. Tadauna popmM TeCTOBBIX 3aJaHNI

Bcero T3 N3 aux xonmmuectBo T3 B hopme
3aKpbITHIX OTKPBITBIX Ha HA MOPAIOK
COOTBETCTBHE
mT. % mrt. % mrt. % mT. %
100% 100 - - -

4. Ta0JaM1a 0TBETOB K TECTOBBIM 3aJJaHUAM
BepHble 0TBETHI OTMEUYEHBI 3HAKOM « + », HEBEPHBIE OTMEUEHBI 3HAKOM « - ».

TECTOBOE 3AJJAHUE N6 o teme 4.3. (AynutopHasi camocTosiTesbHast paboTa).
1. Cnenudpurxanus banka TecToBbIX 3aJaHuii 1o Teme 4.3.
2. Conep:xkanne banka TecToBbIX 3a1aHuil
HNHcTpykuus: BbiOepH NpaBU/IbHBINA(€e) 0OTBET(bI).

1. Kakuwm enie TepMUHOM 0003HAYAIOT BPEIOHOCHBIC TTPOTPaMMbI?
- Virusware
- Freeware
+ Malware

2. YTO U3 MepeuncIeHHOT0 OTHOCUTCS K BPEIOHOCHBIM TpOorpaMmMam?
+ Backdoor-ytumutsr

- Backup-ytunutst

+ CereBble UepBU

+ TpostHCKME TPOrpaMMBbI

3. Kakue u3 nepeunciieHHBIX BPEIOHOCHBIX MTPOrPaMM OTHOCSTCSI K BUpycaM?
+ Virus.Win9x.CIH

+ Macro.Word97.Thus

- Net-Worm.Win32.Sasser

- Trojan-Spy.Win32.Small.b

4. Kaxkue u3 nepeyrciieHHbIX BPeIOHOCHBIX TPOrPaMM OTHOCSITCSI K CETEBBIM YepBIM?
- Virus.Win9x.CIH

+ Net-Worm.Win32.Sasser

+ Email-Worm.Win32.Netsky.q

- Backdoor.Win32.Netbus.170

5. Kakue u3 nepedncieHHbIX BPEJOHOCHBIX POrPaMM OTHOCSTCS K TPOSIHCKHM MporpaMmam?
- Virus.Win9x.CIH
- Email-Worm.Win32.Netsky.q

43




+ Trojan-Spy.Win32.Small.b
+ Backdoor.Win32.Netbus.170

6. BriOepu BepHbIC BapuaHTHI OTBETOB!

+ BpPEeIOHOCHBIE ITPOrPaMMBI CIIOCOOHBI 3apa3uTh (aiiisl Ha flash-kapTe npu e€ utenun

- BPEZOHOCHBIE IPOTrPaMMBI CITIOCOOHBI 3apa3uTh (GailiIbl HA ONTHYECKOM JWCKE MPH €ro YTEHUH
+ BpPEIOHOCHBIE TPOrPaMMBI CIIOCOOHBI CTEPETh HHPOPMALIMIO Ha KECTKOM JTUCKE

7. Kak Ha3pIBaeTcs mporpamma, pacipOoCTpaHSIONIasCs MO CETEBBIM KaHajdaM, CIOCOOHas K
ABTOHOMHOMY IIPEOJOJICHHIO CUCTEM 3allUThl, a TaKKe K CO3JaHMI0 U JajJbHEHIIeMy
pacnpoCTpaHEHUIO CBOMX KOIUIL?

- Bupyc

+ CerteBoii 4epBb

- TpostHCKast mporpamma

8. Kak HaspIBaeTcs mporpamma, cocoOHasi co3/1aBaTh CBOM KOIIUMHM M BHEIPSTH UX B (hailibl,
CHCTEMHBIE 00JIACTH KOMIIBIOTEPA, & TAK)KE OCYHIECTBISTh HHBIEC AECTPYKTHUBHBIE IEHCTBHSA?

+ Bupyc

- CereBoil UepBb

- TpostHCKast mporpamma

9. Kak HaspBaeTcs Mporpamma, OTJIMYAIOWIASCS OTCYTCTBUEM MEXaHU3Ma CO3/aHUs
COOCTBEHHBIX KON U MPOHUKAIOIAsl B KOMIIBIOTED 10/ BUJIOM IOJIE3HBIX pOorpamm?

- Bupyc

- CereBoil UepBb

+ TpostHCKast mporpamma

10. Kakue Buabl BPEJOHOCHBIX IMPOrpamMM CO3Jal0T CBOM BUPYCHBIE KONHMHU B 3apa)KCHHOM
KOMITbIOTEPE?

+ Bupycel

+ CereBble UepBU

- TpostHCKHE TpOrpaMMBbl

11. Tlo ciocoOy MOATOTOBKM CBOMX KOIHI BUPYCHI OBIBAIOT:
- 3arpy3ouHble

+ Metamop¢HsbIe

+ [Honumopdubie

- PesunentHeie

12. Tlo criocoOy akTuBanuu (0OOBEKTaM 3apa’KeHUs) BUPYCHI OBIBAIOT:
+ 3arpy3o4Hsle

+ Makpo

+ daiinoBbie

- [TomumopdubIe

- PesngenTHuIe

13. Tlo crioco0y 3apaxxeHus BUPYCHI ObIBAIOT:
- Metamop¢Hsbie

+ Pe3nnieHTHBIE

+ HepesuneHrHble
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- QaioBLle

14. Kakwue Tursl (aiiioB criocoOHBI 3apa3uTh (aiIoBbIe BUPYCHI?
+ exe

+dll

- avi

- doc

15. Kakwue tursl (paiiioB criocOOHBI 3apa3uTh MAKPOBUPYCHI?
- exe

+xls

+ doc

- txt

16. Kakwue turmbl (aityioB CrIOCOOHBI 3apa3uTh CKPUIIT-BUPYCHI?
- exXe

- doc

+ vbs

+js

17. Bupychl, Kakoro Buia IOCTOSSHHO HAaXO/ATCS B ONEPATUBHOM NaMSITH KOMIIbIOTEpa?
+ pe3uaEHTHEIE

- HEpPE3UICHTHbIE

18. Kakue U3 nepeuncaeHHBIX BHIOB YepBEil OBIBAFOT?

+ P2P

- 3arpy304Hble

+ IlouroBbIe

+ CereBble

- DaiinoBele

19. Tlo BeIMONHAEMBIM (DYHKITUSM TPOSIHCKUE MPOTPaMMBbI OBIBAIOT:
+ KitaBuatypHble IITMOHBI

+ Breimorarenu

+ Iloxuturenu nmaposeu

- MOHUTOpPHBIE NITMOHBI

+ MoaudukaTopsl HacTpoek Opaysepa

20. Kakue criocoObl MPOHUKHOBEHUS B KOMIIBIOTEP UCIOJIb3YIOT TPOSIHCKHE MPOTpaMMbl?
+ Koonepanus

+ MackupoBka

- [Tonumopduzm

- CkaHMpOBaHUE TIOPTOB

21. YTOo ©3 TEpeuucCIIEHHOTO MOXKET SBJIATbCA NPUYMHAMHM TPOHUKHOBEHMS BPEIOHOCHBIX
IIPOrpamMM B KOMITBIOTEP C YCTAHOBJIEHHOW aHTUBUPYCHOM IIPOrpaMMON?

+ AHTUBHPYC OTKJIIOUYEH

+ Bupyc enie He U3BECTEH aHTUBUPYCY

- Ucnonb3yercst GecryiaTHBIN aHTUBUPYC

+ YcrapeBiue aHTUBUPYCHbIE 0a3bl
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22. Yto u3 nepeuncinenHoro otocurcs Kk SAIBHBIM npusHakam mnpuCyTCTBUS BPEIOHOCHBIX
MpOrpaMM B KOMIbIOTEPE?

+ BerubiBarommue cooOmieHus

+ U3meHeHue HacTpoek Opaysepa

- He3nakompble nporiecchbl B NaMsITH

+ HecaHkunoHMpOBaHHBIN J03BOH B IHTEpHET

23. Uto wu3 mnepeuuncnerndHoro otHocuTcss Kk KOCBEHHBIM npusnakam MIPUCYTCTBUS
BPEIOHOCHBIX [TPOTrPAMM B KOMIIbIOTEpE?

+ biokupoBaHue aHTUBUpPYCa

+ BiokuMpoBaHNe aHTUBUPYCHBIX CAUTOB

- U3menenue HacTpoek Opaysepa

- He3nakowmpble nporiecchbl B NaMsITH

24. Yto u3 nepeuncienHoro otHocutcs K CKPBITBIM npu3HakaM NPUCYTCTBHS BPEIOHOCHBIX
IIPOrpaMM B KOMIIbIOTEpE?

- biiokupoBaHne aHTUBUPYCHBIX CaliTOB

+ He3nakomble nporeccsl B IaMsITH

+ HeoObIuHast ceTeBasi akTHBHOCTh

- HecaHKMOHUpPOBaHHBIN 103BOH B MHTEpHET

25. I'ne cneqyer UCKaTh NPOSIBIIEHUS IPUCYTCTBUS BUPYCOB B cHcTEME?
+ gucneryep 3agay

- IIaHEJNb YIIPaBJICHUS

+ CHCTEMHBIN peecTp

+ aBTO3arpy3Ka

26. YTO M3 MEpEeuucCIIEHHOTO MOXKET SBJATbCA NPUYMHAMHM TPOHUKHOBEHMS BPEIOHOCHBIX
pOrpaMM B KOMIIBIOTEP C YCTAHOBJIEHHON aHTUBUPYCHON IPOrpaMMoii?

+ AHTUBHPYC OTKJIFOUEH I10JIb30BaTENEM

+ HoBast BpenoHOCHast mporpamma, €Iie He U3BECTHasl aHTUBUPYCY

- Ucnonb3yercst GecriaTHbBIN aHTUBUPYC

+ YcrapeBiue aHTUBUPYCHbIE 0a3bl

27. YTo W3 TEpeYHCICHHOTO OTHOCHTCS K OpPTaHM3allMOHHBIM METO/JaM 3alluThl OT
BPEIOHOCHBIX ITPOrpaMm?

+ He oTkpbIBaTh MOYTOBBIE COOOLIEHHS OT HE3HAKOMBIX OTIPAaBUTENEH

+ IIpoBepsATh Ha HaW4KE BUPYCOB (hailiibl, 3arpykaemble U3 ceTd MHTepHeT

- Ucnonb3oBath 6panamMayspbl

- YcraHaBiIMBaTh OOHOBJICHUS ONEPALIMOHHON CUCTEMBI

+ PerynsipHo oOHOBIISITH aHTUBUPYCHBIE Oa3bI

28. UTO W3 TEpEeunCIIEHHOTO OTHOCHTCS K TEXHHYECKHM METOJaM 3allUThl OT BPEIOHOCHBIX
nporpamm?

- He oTkpbIBaTh MOYTOBBIE COOOLIEHHS OT HE3HAKOMBIX OTIIpaBUTENEH

+ Hcnonb3oBate OpaHaMaysphl

- PerynsipHo oOHOBIISITH aHTUBUPYCHBIE Oa3bI

+ YcranaBiMBaTh OOHOBICHUS MPUKIIAJHBIX IPOTPaMM

+ YcraHaBnuBaTh OOHOBIIEHUS ONEPAIIIOHHON CUCTEMBI

+ Mcnonb30BaTh aHTUCTAM-(DUIIBTPBI
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29. Kak Ha3pIBaeTCsl Kjacc MporpamMM, MNpeaHa3HAYCHHBIA i1 OOpbObI C BPEIOHOCHBIMH
nporpamMmamu?

- DaitepBoin

+ AHTUBUDYC

- AHTUBpEIOHOC

30. TexHonorust OOHApyKEHUS BPEAOHOCHBIX IPOrpaMM, OCHOBaHHAas Ha HaXOXJEHHHU,
YHUKaJbHasE IOCIENIOBATEILHOCTH OaiiT, NPUCYTCTBYIOIIEW B JaHHOM BHpPYCE M HeE
BCTPEUAIOLICICS B IPYTUX NIPOrpaMMax Ha3bIBACTCA — ...

+ CUrHaTypHbIM aHAJIU30M

- BeposITHOCTHBIM aHAIU30M

- OMYJISIMOHHBIM aHAJIU30M

31. Kakue TeXHOJIOTUM OTHOCSITCS K TaK Ha3bIBAEMOH MPOAKTUBHOM 3amuTe?
+ IloBeneHueckuii aHaaIus

- CurHaTypHblii aHAJIN3

+ Ilecouynuiia

+ DBpUCTHYECKUI aHATIU3

32. TexHonorust OOHApPYXEHHS BpPEAOHOCHBIX NPOTPaMM, OCHOBaHHAas Ha BBISBICHUU
HOJIO3PUTENBHBIX OOBEKTOB, HA3BIBACTCS — ...

- CUrHaTypHbIM aHAIU30M

+ BeposATHOCTHBIM aHATU30M

- DOMYJISIMOHHBIM aHAJIU30M

33. UTo W3 MepeyrciIeHHOro CIIOCOOCH IMPOU3BECTH AHTUBUPYC C HAWICHHOH BPEJOHOCHOM
nporpammoii, ucnons3ys CUI'HATYPHBIE metoiel 0OHapysxeHus?

- Beiate coobmienne o Hanu4ue moA03pUTeIbHOTO 00BEKTa

+ OTtnpaBuTh (paiiin B KApaHTUH

+ ITombITaThCs BHUIEYHUTD (haiii

+ Y nanute nHUUIUPOBAHHBIN (aiin

34. Yto M3 NepeyrciIeHHOro CIOCOOEH INMPOU3BECTH AHTUBUPYC C HaWIECHHON BPEJOHOCHOM
nporpammoii, ucronb3yss BEPOATHOCTHBIE metonsl o6HapyskeHus?

+ BbiaTh coo01ieHre 0 HaJIu4Yue M0I03PUTEIBHOT0 00BEKTa

- OtnpaBuTh (ailsl B KapaHTUH

- [TonbITaThCs BHUIEUUTD (aiin

- Y nanute uHGUUMPOBAaHHBIN (aiin

35. Kakoii BuJ aHTUBUPYCOB 3allOMHHAET COCTOSIHHE (DAHIIOBOM CHUCTEMBI, YTO JeNaeT B
JAJIbHEUIIIEM BO3MOYKHBIM aHAIN3 U3MEHEHUN?

+ PeBuzop

- Ckanep

- Monurop

36. UTo BXOIUT B MUHUMAJIBHBIH HA0Op BO3MOXXHOCTEH OOBIYHOTO aHTUBUPYCA?
- bpannmayap

+ Monynb 0OHOBJIEHUS] aHTUBUPYCHOM 0a3bl

+ Monurop
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+ Cxkanep
- [IpoakTuBHas 3amuTa

37. Kakoil Monaynp aHTHBHPYCHOM MporpamMMmbl MpoBepseT Bce ¢Gailiabl M IPOLECCHI,
HAXOJALINECs B ONIEPATUBHON MaMsATH?

- Monynb 0OHOBJICHHS] aHTUBUPYCHOM 0a3bl

+ Monurop

- Ckanep

- bpanamaysp

38. Kakoii MOIynb AaHTUBUPYCHOM TNpPOTrpaMMbl TPOBOAMUT TOJHYIO MPOBEpKY (hailioB
XpaHsAIIUXCs Ha BCeX HOCUTENSIX MH(opMauun?

- AHTHXaKep

- MonwuTtop

+ Ckanep

- bpanamaysp

39. Uem oTiinyaetcs 006Ja4HbIA aHTUBUPYC OT OOBIYHOTO?

- He ymeer neunts 3apakeHHBIE (aiiiibl

+ He TpeGyercs 0OHOBIATH aHTUBUPYCHBIE 0a3bl

+ OYHKIMOHUPYET TOJIBKO MPH HATMYNH MOJKIIOUYEHUS K ceTu MHTepHeT
+ AnTuBUpycHas 06a3a Haxoautcs B VIHTEepHETE

40. Yem ominuaetcs antuBupycHas yruiuta Dr.\Web Curelt ot o6b14Horo antusupyca?
- He ymeer neunts 3apakeHHBIE (aiiiibl

+ He no3Bouisier 0OHOBJISITH aHTUBHPYCHBIE Oa3bl

+ He Tpebyer ycTaHOBKH

+ He KOH(QIMKTYET ¢ APYrUMH aHTUBHPYCAMH

41. Kakue U3 nepeyrcieHHbIX aHTUBUPYCHBIX MPOrpaMM OecIUIaTHbIE WM UMEIOT OecIiaTHbIe
Bepcun?

+ Avira

- Panda

- Eset NOD32

+ Avast

- ArTuBnpyc Kacnepckoro

42. Kakue 13 nepeunciIeHHbIX aHTUBUPYCHBIX MPOTrPaMM OTHOCATCS K OTE€UECTBEHHbBIM?
- Avira

+ Dr.Web

- Eset NOD32

- Avast

+ AntuBupyc Kacnepckoro

43. Kakass W3 TEpeYHCICHHBIX aHTHUBHUPYCHBIX IPOrPaAaMM pAaCHpPOCTPAHSETCS C OTKPBITHIM
HUCXOJHBIM KOJIOM?

+ ClamAV

- Avira

- Windows Defender

- Avast

48



- HCT BCPHOI'O OTBCTA

44, Kaxkas U3 NepeyuCICHHbIX aHTUBUPYCHBIX IPOrPaMM BXOJAMT B COCTaB COBPEMEHHBIX BEPCUIL
OC Windows?

- Windows ClamAV

- Windows Antivirus

+ Windows Defender

3.Ta6auna ¢popm TeCTOBBIX 3aJaHUI

Bcero T3 W3 nux xommuectBo T3 B popme
3aKPBITBIX OTKPBITHIX HA HA NOPSIA0K
COOTBETCTBHE
mT. % mT. % mT. % mT. %
100% 100 - - -

4. TadJUIa OTBETOB K TECTOBBIM 3aJaHUAM
BepHble 0TBETHI OTMEUCHBI 3HAKOM « + », HEBEPHBIC OTMEUCHBI 3HAKOM « - ».

TECTOBOE 3AJJAHUE Ne7 o teme 4.4. (AynutopHasi camoCTosATeIbHast paboTa).
1. Cnennpuxanusa banka TecToBbIX 3a1aHmil 110 TeMe 4.4.
2. Conepxxkanne banka TeCTOBBIX 3aJaHUI
HNucTpykuus: BbiOepH NpaBuJibHbI(e) 0TBeT(bI).

1. Kakuwm emie TepMuHOM 0003HAYAETCSl PE3EPBHOE KOMTUPOBAHUE?
+ Backup
- Background
- Backdoor
- I’ll be back

2. Ilpm kakoMm BHJIE pE3epPBHOTO KOIMPOBAHHS CO3MACTCS TEpBasi KOIHWS TOJHAs, BTOpas —
OTJINYME OT MEPBOM, TPEThsSI CHOBA MOJHAA U T.1.7

+ nuddepeHnuanbLHOM

- UHKPEMEHTAIbHOM

- UHTETPAJIbHOM

3. llpm xakoM BHU/E PE3EpPBHOTO KOIMPOBAHHS CO3JAETCS TepBasi KOIMWS IOJIHAS, BTOpas —
OTJIMYME OT NEPBOM, TPEThS — OTIIMYNE OT BTOPOM U T.1.7

- mud depeHIaTbHOM

+ HHKpEMEHTAJIbHOM

- HHTErpajibHOM

4.  Kaxoil Bug pesepHoro komnupoBanus 3anumaer BOJIBIIE Bcero mecta Ha HocHUTeNsIX
uHpopManuu?

- muepeHITnanbHBIN

+ IOJIHBIN

- HTHKPEMEHTAIbHBIN

5. Kakoii Buag pesepBHoro komupoBaHusi cambli OKOHOMHBIM ¢ Touku 3penus
3aHMMAaeMOro MecTa Ha HOCUTeNsAX nHpopmauu?
- mupepeHInanbHbIN
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- TIOJTHBIN
+ MHKpEeMEHTaJIbHbIN

6.  Kakoii Bun pesepHoro kornupoBanus tpedyer HAMBOJIBIIEE kommnuecTBO BpeMeHH Ha
CO3/1aHHE PE3EPBHBIX KOMUN?

- muepeHanbHbINA

+ MOJIHBIN

- HHKpEMEHTAIbHbIN

7.  Kakoii Bug pezepHoro konupoanusi Tpedyer HAUMEHBIIEE konnyecTBo BpeMeHH Ha
CO3/1aHHE PE3EPBHBIX KOMUN?

- mudepeHanbHbINA

- MOJIHBIN

+ MHKpEMEHTAJIbHBIH

8. Kak Ha3bpIBaeTcsi BUJ PE3EpBHOIO KOIMHUPOBAHUS, IMPU KOTOPOM CO3MIAETCs CBOCOOpa3HBIN
«CHUMOK» JKE€CTKOTO JIMCKa U KOIUPYETCSI HA HOCUTEIh CEKTOP 3a CEKTOPOM?

- KJIOHUpOBaHUE

- TIOJTHOE

+ co3manue oOpaza

9.  Yro u3 nepeunciaennoro HAMUMEHEE nogxoauT asis XxpaHeHUs! pe3epBHBIX KOIHiA?
- JKECTKUU JTUCK

+ ONTUYECKUN TUCK

- KacceTa CTpuMepa

10. Yro u3 nepeunciaennoro HAUBOJIEE nmoaxomuT 1uis XpaHeHHUs Pe3epBHBIX KOMUiT?
- JKECTKHHU JUCK

- OITHYECKUN TUCK

+ Kaccera cTpuMepa

11.  Yro u3 nepeuncinennoro HAUBOJIEE noaxonuT uis XpaHeHUs Pe3epBHBIX KOMUit?
- iremka

+ JKECTKUI JUCK

- ONTHYECKUN TUCK

12. Kakoii criocod pe3epBHOT0 KOIMTUPOBAHHUS OCYIIECTBIISETCS B PEKUME PEATHhHOTO BpEMEHU?
- BUPTyaJbHOE

- peasibHOE

- XOJIOJTHOE

+ ropsiaee

13. Yrto HeoOxomumo mnpeanpuauMath i [IOBBIIIEHUWS HagesxHOCTH pe3epBHOTO
KOIIMPOBaHUsA?

+ co31aBaTh MUHUMYM JIBE PE3EPBHBIE KON

+ NEPUOANYECKH MPOBEPSTH PE3EPBHBIE KOITUU

- XpaHHUTh BCE KOMTUU B OJJHOM MECTE

- IOBEPSITh PE3EPBHOE KOMMUPOBAHUE CAMUM T0JIb30BATEISIM

14.  Yro u3 nepeuncaennoro HE OTHOCUTCSI k cxemam poTaniuu pe3epBHbBIX KOHA?
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- 0JIHOPA30BOE KOMTUPOBAHUE
- 1€, OTEIl, ChIH»

+ «BaBmitoHckast OarrHs

+ HHKpEMEHTAJIbHOE KOITMPOBAHKE

15. Kakas u3 npeyioxKeHHbIX CXeM POTallMK PE3EpPBHBIX KOMUI camas npocras?
+ 0HOPa30BOE KOIMUPOBAHUE

- IpocTas poTanus

- «1e1, OTel, CHIH)

16. Kakoii HaOOp IT MHKPEMEHTAJIBHOTO KOIMPOBAHUS HA3BIBACTCS «CBIHOM» B CXEMeE
pOTalUU «IEM, OTELl, CbIH»?

+ €XKEOHEBHOE

- €KEHEICIIbHOE

- ©KEMECAYHOE

17. Kakoii Tun RAID nomonmHUTENTEHO COXpaHSIET KOHTPOJIBHBIC CyMMBI HHPOPMAITUH?
-RAID O

-RAID 1

+ RAID 5

- RAID 10

-JBOD

18. Kaxkoit Tun RAID npenHasHayeH TOJBKO IS MOBBIMICHUS MPOW3BOJMTEIBLHOCTH U HE
00J1a1aeT H30BITOYHOCTHIO?

+ RAID O

-RAID 1

-RAID 5

- RAID 10

-JBOD

19. Kakoit Tun RAID coctouT u3 2-X AMCKOB M MH(OPMAIMs MOJTHOCTBIO TyOIupyeTcs Ha
BTOPOM JiicKe?

- RAID 0

+RAID 1

- RAID 5

- RAID 10

-JBOD

20. Kakoii tun RAID mnpennazHayeH W Ui TOBBIIMICHUS MPOW3BOAUTEIBHOCTH U JUIS
MOBBIIIICHHUS COXPAHHOCTH JaHHBIX?

-RAID O

-RAID 1

-RAID 5

+ RAID 10

-JBOD

3. Tadauua ¢gopM TeCTOBBIX 3aJaHUI

Bcero T3 W3 Hux xonmmyectso T3 B hopme

3AKPBITHIX | OTKPBITBIX | Ha | Ha nopsizox
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COOTBETCTBHC

mt. % wT. % wT. % mT. %

100% 100 - - -

4. Ta0J1M1a 0TBETOB K TECTOBLIM 3aJJaHUAM
BepHble 0TBEThI OTMEUYEHBI 3HAKOM « + », HEBEPHBIE OTMEUEHBI 3HAKOM « - ».

TECTOBOE 3AJJAHHUE No§ o temam 5.1. u 5.2. (AynuTopHasi camocTosiTelbHast paboTa).
1. Cnenudpurxanus banka TecTtoBbIX 3ajaHuii o Temam S5.1. u 5.2.
2. Copnep:xkanne banka TecToBbIX 3a1aHuii
NucTpyknus: Bbioepu nNpaBuibHbIN(e) 0TBET(bI).

1. Kakoe u3 nmepeuncieHHbIX CPEJCTB MPEAHA3HAYEHO VIS TPEIOTBPAICHUS KPaXKu HOYTOyKa
B OOIIIECTBEHHBIX MecTax?

- JlaTunk QBHOKCHUS

- CkaHep OTIEeYaTKOB MaJIbIICB

+ 3amok Kencunrrona

2. Kakoii Tun yyeTHo# 3anucu Hanbosee 6e301maceH /sl HOBCEIHEBHOM paboOThI 3a
KOMITbIOTEpOM?

- AIMUHHUCTpATOpa KOMIIbIOTEPA

- ['octh

+ OrpaHuueHHas yuyeTHas 3aMuch

3. Kakwue u3 nepeuncieHHbIX YCTpoiicTB MoryT conepskars BCTPOEHHBIN ckanep
OTIIEYATKOB MAJIbIICB?

+ HoytOyk

+ USB-¢nemka

+ BHemHunii )KeCTKHU TUCK

+ Cmapdon

- Monurop

4. Kaxkue n3 nepeyrcieHHbIX CPEICTB MpeJHa3HAYEHBI IS 3alUThI OT
HECaHKITMOHUPOBAHHOTO JTOCTYyTa?

- 3amok Kencunrrona

+ Mobile Rack

+ CkaHep OTHEYaTKOB NaJIbIIEB

+ XpaHuTtenb dKpaHa (9KpaHHasI 3aCTaBKa)

5. Kakwue cpencTBa KOMITBIOTEpA IMMO3BOJISIOT YCTAHOBUTH ITAPOJTh HA BXOJ?
- CxaHep OTIeYaTKOB MaNbIIEB

+ Vrumura BIOS Setup

+ YuerHas 3amuch HOJIL30BATEIII

+ XpaHuTeNnb dKpaHa (IKpaHHas 3aCTaBKa)

6. VYmakoBka nepemaBaeMoil MOPIMH JAHHBIX, BMECTE CO CIYKEOHBIMH TTOJISIMU, B HOBBIN
«KOHBEPT», HA3bIBACTCA — ...

- DOKpaHHpOBaHUE

+ TyHHenupoBaHue

- ApxuBanus
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7. TexHonorus, Mo3BoJIsioNIas 00eCeYnTh OJHO WK HECKOIBKO CETEBbIX COCTUHEHUI
(JIoru4eckyro CeTh) MOBEPX APYTroM CETH, HA3bIBACTCS — ...

- DKpaHUpOBaHUE

- TynnenupoBanue

+ BupTryanbHas yacTHas ceThb

8. Kakolii ab0peBuaTypoit o603HavaeTcs moHsATHE «BUpTyanbHas yacTHas CETh»?
- NAS
- WPA
+ VPN

9. KoMIIbIOTEpHBIH TECT, UCTIOJIb3YEMBIH ISl OTPEACTICHHS, KEM SIBIIICTCS MOJIb30BaTEh
CHUCTEMBI: YEJIOBEKOM MJIM KOMIIBIOTEPOM, Ha3bIBACTCS — ...

- bannep

- Kpam-tect

+ Kamya

10. Kakue MeTo/IpI OTpaHUYEHUS TOCTYIIa IPUMEHSIOTCS B OECITPOBOIHBIX CETAX?
- CxpoiThiii IP-anmpec

+ Ckpeitbiit SSID

+ ®unprpanus MAC-aapecos

11. Kakue MeTo/bl ayTeHTH(PHUKAIIUN IPUMEHSIOTCS B OECIIPOBOIHBIX CETAX?
+ WPA ayrenTudukanms

+ OTtkpbITast

+ ITo MAC-anpecy

- buomerpuueckas

12. Kakue meTo/ bl H(POBAHUSA IPUMEHSAIOTCS B OECIIPOBOHBIX CETSIX?
+ WPA

+ WEP

- MAC

- VPN

13. Kaxoii MmeToa mu@poBaHus NpUMEHSIEMbIH B 6ECITPOBO/IHBIX CETAX HAUMEHEEe KPUIITOCTOEK?
- WPA
+ WEP
- TKIP

14. Wi-Fi-poyrep noanepxuaet merosl mudpposanus WEP, WPA u WPA2, a noytoyk WEP
u WPA, ynactcs nmu ucnonszoBate WPA2 111 ux coenuHenus?

- [la, Tak KaK JOCTaTOYHO YTOOBI POyTEp MOAECPKUBAI JaHHBIA METO]

+ Her, He00X0JMMO 4TOOBI BCE YCTPOUCTBA MOAAEPKUBAIIN TaHHBINA METO]T

15. Kaxoii anroput™m mugppoBanus npumensercs npu WPAZ-mudpoBanun B 0€CIPOBOIHBIX
cersax?

-RC-4

+ AES

-T'OCT 28147-89
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16. Kakoii THIT KOMITBIOTEPHBIX CETEH 00ECIIEUNBALT JIYUIIYIO 3aIUIIICHHOCTD?
- becipoBoiHBIE
+ [IpoBoaHBIE

17. Yro 13 nepeurcIeHHOro MOKET Ha3bIBaThCSI MEKCETEBBIM SKpaHOM?

+ anmapaTHoe CpPeJCTBO, OCYIIECTBIISIONIEE KOHTPOIb U (GHIBTPALIHIO MPOXOISIINX Yepe3 HEro
CETEBBIX MAKETOB B COOTBETCTBUU C 33JJaHHBIMH MPaBUIIAMH

+ mporpaMMHOE CPEJCTBO, OCYLIECTBIISIONIEE KOHTPOIb U (PMIIBTPALMIO TPOXOAAIINX Yepes3
HEro CETEBbIX IMAKETOB B COOTBETCTBUU C 3a/IaHHBIMH NPaBUIAMHU

- CIy»0a B KOMITBIOTEPHBIX CETSIX, TIO3BOJISIONIAS KJIMEHTAM BHITIOJIHSITH KOCBEHHBIE 3aIIPOCHI K
JIPYTUM CETEBBIM CITy>KOam

18. YTo U3 MepevyrcIeHHOro SIBSETCS CHHOHMMOM TEPMHHA «MEXCETCBOM IKpaH»?
+ OpanaMay’p

+ Firewall

- IPOKCH

- QHTUBHUPYC

19. KakoBa ocHOBHasl 3a/1aua MEKCETEBbIX IKPAHOB?

- obecrieueHue JocTyna ¢ KOMIIbIOTEPOB JIOKaJIbHOM cetu B IHTepHeT

+ 3aImMTa KOMIBIOTEPHBIX CETEW MM OTACIBHBIX Y3JI0B OT HECAHKLIMOHUPOBAHHOI'O JOCTYIIA
- aHOHUMHU3aUs JOCTYIIA K Pa3IMYHBIM pecypcaMm

20. Kakue cymecTByIOT BU/IBI CETEBBIX SKPAHOB B 3aBUCHMOCTH OT OXBaTa KOHTPOJIUPYEMBIX
IIOTOKOB JJAHHBIX?

+ MexceTeBble (TPaAULIMOHHBIC)

+ epCcOHaIbLHEIE

- JIOKaJIbHbIE

21. KakuMmu U3 MepeyrciIeHHBIX BO3MOXKHOCTEH 001a1af0T MEKCETEBbIC DKPAHbI?
+ ¢unpTpanus gocTyna

+ KOHTpPOJIb JOCTYyIIa

+ yBEIOMJIEHHE O MTOAO3PUTEIBHON JEATENBHOCTH

- 00HapyKeHue BPEJOHOCHBIX IIPOrpaMm

22. Kakue orpaHrueHHsI MOTYT BO3HUKHYTh IPH HCIIOJIB30BAHUN MEKCETEBBIX IKPAHOB?
+ OJIOKMpOBaHHME HEKOTOPBIX CETEBBIX CIYXKO

+ CHUKEHHE MPOITYCKHOM CITIOCOOHOCTH

- HEBO3MOXXHOCTb BbIX0/1a B ceTh MHTEepHeT

- HEBO3MOKHOCTH MCIIOIb30BAHMUA CMEHHBIX HOCUTEICH I/IH(l)OpMaHI/II/I

23. Kakue pexxuMbl pabOTHI HCIIOTB3YIOTCS B IEPCOHATBHBIX OpaHaMay3pax?
+ UHTEepaKTUBHBIN (00yUeHHMS)

+ 4epHBIN CITIUCOK

+ OeJbIil CIHCOK

- CEKPETHBIN CIHCOK

24. Kak Ha3bpIBaeTcs cny>1<6a B KOMIIBIOTCPHBIX CETAX, MMO3BOJIAIONIIAA KIIMCHTAM BBIIIOJIHATD
KOCBCHHBIC 3aIlIPOCHI K IPYTr'UM CCTCBbBIM CJ'Iy)K6aM?
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- Firewall
+ IPOKCU-CEPBEP
- Opanamaysp

25. KakoBbl OCHOBHBIC (DYHKIIUU TPOKCH-CEPBEPOB?

+ obecrieueHne JOCTyIa ¢ KOMITBIOTEPOB JIOKAIBHOM ceTn B IHTepHeT

+ 3aIMTa JIOKAIBHOW CETH OT BHEIIHETO JI0CTYIIa

+ aHOHUMU3AIHSL JOCTYIA K pa3IHYHBIM pecypcam

- (punpTpaIMs CeTEBBIX TAKETOB B COOTBETCTBUU C 3aJJaHHBIMU TIPAaBHIIAMU

3.Tab6auna ¢popm TeCTOBBIX 3aJaHUI

Bcero T3 W3 nux xommuectBo T3 B popme
3aKPBITBIX OTKPBITHIX HA HA NOPSI/A0K
COOTBETCTBHE
mT. % mrT. % mrT. % mT. %
100% 100 - - -

4. TadJIU1Ia OTBETOB K TECTOBBIM 3aJaHUAM
BepHble 0TBETHI OTMEUCHBI 3HAKOM « + », HEBEPHBIC OTMEUCHBI 3HAKOM « - ».

4.2. 3SAJAHMSA JJISI TIPOMEXYTOYHOM ATTECTAIIUA

INEPEYEHD
BOIIPOCOB /ISl MOATOTOBKH K 3K3aMeHY 0 y4eOHOo# Jucuumiuie «OCHOBBI
HH(}OPMALIMOHHOM 0e30macHOCTIH
AJis1 o0yyarommxcs no cneguajabsHoctu 09.02.07
HNudopmanuoHHbie CHCTEMbl M MPOrPAMMUPOBAHHE

(3 kypc)
1. OcHoBHble NpPUHIUNBI HHGOPMAIIMOHHONW O€30MaCHOCTU: IEJIOCTHOCTh, JOCTYIHOCTb,
KOH(UIEHIIMATIBHOCTb.
2. Tlonstue ys3BUMOCTH, YIpo3bl, HCTOUHUKA YIpo3bl MH(YOPMAIIMOHHONW O€30MacHOCTH, UX
KJIacCU(pUKaIUU.
3. Poccuiickoe 3aK0HOAATENIBCTBO B 001aCTH MH(OPMAIIMOHHON 0€30I1acHOCTH.
4. OTBETCTBEHHOCTH 32 HAPYIIIEHUE 3aKOHO/IATEeNCTBA B MHGOPMAIIMOHHOH cdepe.

5. MexnyHapoaHble CTaHIapThl HMH(OPMAIMOHHON Oe3omacHOCTH. «OpaHXKeBas KHUTay.
ISO/IEC 15408 «OOmme KpuTepuM OLIEHKM 0€30MacHOCTH  HMH(OPMAIMOHHBIX
TEXHOJIOT U,

6. OteuecTBEeHHBIC CTAaHIAPTHI HHGOPMAITMOHHON 0€30TACHOCTH.

7. Tlonsatue mnoOMUTUKKM HHGOPMAIIMOHHON O€30MacHOCTH opraHu3auuu. OddexkTuBHbIE U

Hed(h(PEeKTUBHBIC TTOJIUTHKH.

VYnpaBieHue nepcoHanoM.

9. ®wusunyeckas 3ammTa 00HEKTOB HHPOPMATHIAIUH.

10. Monnep:xanue padotocnocoOHOocTH. PearnpoBanue Ha HapylleHHE pekuMa 0e30MacHOCTH.
[TmanupoBaHMEe BOCCTAHOBUTEIIBHBIX Pa0oOT.

11. TpuHUMOBI yIpaBICHUS JOCTYIIOM.

12. JIuckpenuoHHOe YIpaBIeHHE JOCTYIIOM.

13. MannaTHOe 1 pOJIeBO€ YIPaBICHUE JOCTYIIOM.

14. Vnentudukanus u ayreHTUGUKALKS.

o
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15. JXypnanupoBaHue u ayaur.
16. Kpunronorus. Kpunrorpadus. Kpunroanamus.
17. Knaccuduxamus MeTooB mudpoBaHusl.
18. Drambl pa3BUTHS KpUNTOTpaGUU.
19. CummeTpuvHbIe KPUITOCHCTEMBI.
20. AcuMMeTpUYHbIE KPUIITOCUCTEMBI.
21. DUIL
22. AnroputMmbl mudpoBanus. Peanuzanus anroputMoB mu@poBaHusl.
23. Knaccudukanus BpenoHocHBIX mnporpamm. Ilytu pacmpoctpanenus. Bpen, HaHOCHUMBII
BPEIOHOCHBIMH MPOTpaMMaMH.
24. Tlpu3Haky 3apakxeHus! BpeAOHOCHBIMHU IPOTPAMMaMH.
25. Metozpl 3alIUTHl OT BPEIOHOCHBIX TPOrPaAMM.
26. AHTUBUPYCHBIC IPOTPAMMBI.
27. Cucrembl XxpaneHusi naaHHbiX. RAID-maccuBbl, ceTeBble XpaHWIUIIA, JIEHTOYHbIE
OMOIMOTEKH U T.I1.
28. PesepBHOe KomupoBaHue HHGopManuu. MeToabl U CpelCcTBa PE3epBHOTO KOMHPOBAHUS.
CxeMbl poTalid HOCUTENEH pe3epBHBIX KOMUH.
29. 3ammTa uH(GOpPMAIIMK B IEPCOHANBHBIX KOMITBIOTEPAX.
30. ¥Yrpo3sl nHOOPMAIMOHHON OE30ITACHOCTH B KOMITBIOTEPHBIX CETSIX.
31. 3amuTa uHGOPMAIUHN B KOMIIBIOTEPHBIX CETSIX.
32. MesxceTeBble KpaHbl U TPOKCH-CEPBEPHI.
[TpomexxyTouHas aTTecTalus COCTOMT M3 JIBYX STAloOB: YCTHBIA OMPOC U BBHIMOJIHEHHE
AIIEKTPOHHOTO TECTA.
TECTUPOBAHHUE
1. Cnennpuxanusa banka TecToBbIX 3a1aHUH 110 KypCy y4eOHON AUCLMILIUHBIL.
2. Conepxxkanne banka TeCTOBBIX 3aJaHNI
HNucTpykuus: BbiOepH NpaBuJibHbI(e) 0TBeT(bI).

1. AKTyambHOCTh W  HENPOTUBOPEYMBOCTH  HMHGOpMAIMH, €€  3allUIIeHHOCTh  OT
PA3PYIIEHUA u HECAHKIITMOHNUPOBAHHOI'O U3BMEHEHMU S, na3wsiBaercs ...

- KOH(UIEHITNATBHOCTHIO

+ LIETOCTHOCTBIO

- IOCTYITHOCTBIO

2. Bosmoxnocts 3A TIPUEMIJIEMOE BPEMS nonyuuth TpeOyemyro HH(DOPMAIHMOHHYIO
yCIIYTy, Ha3bIBA€TCH ...

- KOH(UIEHITNAIBHOCTHIO

- LEJIOCTHOCTBIO

+ TOCTYIHOCTBIO

3. 3BammmenHocts uHpopMmarmu ot HECAHKIIMOHMPOBAHHOI'O JIOCTVYIIA k HeW,
Ha3bIBACTCA ...

+ KOH(UIEHIUATBHOCTHIO

- LIEJIOCTHOCTBIO

- TOCTYTTHOCTBIO

4. Yto w3 TEPEYHCICHHOTO OTHOCHTCS K OCHOBHBIM acHeKTaMm HWH(GOpMAIMOHHON
6e3onmacHocTu?

+ KOH(UIEeHITNATBHOCTh

- 3alIUIIEHHOCTb
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+ IIEJIOCTHOCThH
+ OJOCTYIHOCTH

5. Tlon uckaxenueMm MHGOPMALUU IOHUMAIOT ...

- yTpaTy CBOMCTB KOH(UACHIIHAILHOCTH HH(OpMAIHH

+ mo6oe npeJHaMepeHHOE WK CIIy4aifHOe W3MEHEHUEe HHPOPMaIN

- IHiCTBUE, B PE3y/IbTaTe KOTOPOTo HHPOPMALIUs TepecTaeT (PU3MUECKH CYIECTBOBATh

6. Ilox yreukoif nHpOpMaLIUK TOHUMAIOT ...

+ yTpaTy CBOICTB KOH(UICHINAIEHOCTH HH(POpMAUU

- mo0oe NpeTHaMepeHHOE WIN CIIy4aifHoe U3MEHEHUe HHPOpMaIu

- IefiCTBHE, B PE3yJIbTaTe KOTOPOTO HHPOPMAIHS IIepecTaeT (PU3HIECKH CYIIECTBOBATh

7. Tlon 6noxkupoBanueM HH(GOPMAIIUKA TOHUMAIOT ...

- mo00e peTHaMEPEHHOE WITH CIIydaiiHOe H3MEHEHHE WH(OpMaIuu

- ICWCTBUE, B PE3YJIbTATe KOTOPOTO HHPOPMAIIUS TIepecTaeT PU3NUECKU CYIIECTBOBAThH
+ MpeKpalieHue Wiv 3aTPyJHCHHIE JOCTYIa 3aKOHHBIX ITOJIh30BaTelNel K MHPOpMAIuu

8. Bo03MOXHAas OMAaCHOCTh COBEPUICHUS KaKOTO-THOO IeHCTBHA NPOTUB OOBEKTA 3aIIMTHI,
Ha3bIBAETCH ...

+ yrposon

- YSI3BUMOCTBIO

- aTaKon

9. Ilpucymme oOBEKTy CBOWCTBA, MPUBOJAIINE K HAPYUICHHIO 0€30MacHOCTH WH(POpPMAINH,
00yCIIOBJIEHHbIE HEIOCTaTKaMU Ipoliecca QyHKIIMOHUPOBaHUS 00BEKTA, Ha3bIBACTCH ...

- yrpo3ou

+ yA3BUMOCTBIO

- aTaKon

10. Kaxoii n3 nepevnciIeHHbIX HICTOYHIKOB YTPO3 OTHOCUTCS K BHEITHIM aHTPOIIOT€HHBIM?
+ XaKephnl

- YOOPIIHIIBI

- TIOJIb30BATEIIH

- BUPYCEHI

11. Kakwuie U3 MepeuncICHHBIX HCTOYHUKOB YTPO3 OTHOCATCS K BHYTPEHHUM aHTPOTIOTCHHBIM?
- XaKepbl

+ OJb30BaTEIN

+ yoopIIUIIBI

- BUPYCHI

12. Kakoii u3 epeyucIIeHHbIX HCTOYHIUKOB YIPO3 OTHOCUTCS K BHEIITHUM TEXHOTCHHBIM?
- XaKepsl

- YOOPITHUIIBI

- HEKAYECTBEHHBIE KOMIIBIOTEPHI

+ CpeacTBa CBS3U

- yparaHsbl

13. Kakue u3 NEPCUUCIICHHBIX HCTOYHHUKOB YI'PO3 OTHOCHUTCS K BHYTPCHHUM TEXHOI'CHHBIM?
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- OJIb30BaTeNU
+ ya3sumoctu B [10

+ HEKaYeCTBEHHBIE KOMITBIOTEPHI
- CpeJICTBa CBS3H

14. Kakue 13 nepeurciaeHHbIX HCTOYHUKOB YTPO3 OTHOCSTCS K CTUXUITHBIM?
- XaKepol

- II0JIb30BATEIHN

- yOOPIIHUIIBI

+ yparassbl

+ HOXKaphl

15. Yro U3 nepeyrcaeHHOro SBISAETCS HECAaHKIIMOHUPOBAHHBIM JJOCTYIIOM K HH(popMaun?
+ 1ocTyn K MHGOpMauy MyTéM MOBBIILIEHHUS CBOMX IPaB JA0CTYyIA

+ goctyn K uHGOpMaIuK myTéM (GarbCUPUKAIIIHA CBOUX MPAB JIOCTYIIA

- IOCTYH K MH(GOPMALMU CAHKIIMOHUPOBAHHBII CUCTEMHBIM aIMUHUCTPATOPOM

16. K  wHapymeHuto, Kakoro  acmekta  MHGOPMAIMOHHON  OE30MacHOCTH  BEJAET
HECaHKIIMOHUPOBAHHBIN JOCTYI K HH(OpMaun?

+ KOH(UACHIIMATLHOCTH

- IOCTYITHOCTH

- IEJIOCTHOCTH

17. Kakue U3 nepeyrcICHHbIX KaHAIOB YTCUKHA HHPOPMAIIUU OTHOCSATCS K OIITUYCCKUM?
+ moArNsAABIBaHME 32 U300paKEHHEM Ha MOHUTOPE

+ ¢ororpadupoBanue

- TOJICTTyIITUBAHUE

- IePEeXBaT ANEKTPOMATHUTHBIX H3ITYUCHHHA

- IPSIMOE KOITMPOBAHUE

18. Kaxue u3 nmepedyncieHHbIX KaHAJIOB YTEUKH HH(POPMAITUH OTHOCITCS K MaTePHAIbHBIM?
+ OyMa)kHbIe JOKYMEHTBI B MyCOPHOW KOp3HHE

- ynaneHHsle (anibl

- QJIEKTPOHHBIE MOACTYIIMBAIOLINE 3aAKIATIKHI (COKYUKN»)

- BUJIEOChEMKA

+ yTepsiHHbIe HOCUTENIN UHPOPMALIUU

19. Kak Ha3pIBaeTcs XakKepcKkas aTaka, KOTJa aTaKyeMblii cepBep HE MOXeT o0paboTarh
OIPOMHOE KOJHMYECTBO BXOJAIINX MAKETOB?

- COIMaJIbHAsI HHKCHEPUS

- IP-ciycunr

- iepenoiHeHue oydepa

+ 0TKa3 B 00CITyKUBAaHUU

20. Yem omimmuaercss DDOS araka or DoS araxu?

- aTaka OCYIIECTBJISICTCS TPYIIION XaKepOB

- aTaKa OCYIIECTBJISIETCS Ha MHOYKECTBO CEPBEPOB OJHOBPEMEHHO
+ aTaka OCYIIECTBIISICTCS C MHOXKECTBA KOMIIBIOTEPOB
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21. Kak Ha3bpIBaeTCS METOJ] COLMATBHOW WHXKEHEPUH, MPU KOTOPOM KEPTBE MO SIEKTPOHHOM
MOYTE OTHPABIIETCS COOOIIECHNE, TTOAIeTIaHHOE 0] O(QUIIMATIBHOE MTUChMO — OT OaHKa WU
IIaTEKHOM CUCTEMBI?

- IOPOXKHOE SI0JTIOKO

- TPOSIHCKHMI KOHb

+ pummHr

22. Kak Ha3bIBaeTCsl METOJ COLMAIbHOW HWHXKEHEPUU, MPU KOTOPOM 3JIOYMBILIUIEHHUK
moa0packiBaeT WHPUIMPOBAHHBIA HOCHTENIh WHPOPMAIIUU B MECTE, IJI€ HOCUTEIIb MOXKET
OBITH JIETKO HaleH?

- IPETEKCTUHT

- TPOSHCKHUM KOHb

+ TOpoXKHOE SI0JIOKO

23. B kakmx Poccuiicknx  3aKOHOJATENBbHBIX  aKTax (peaJbHO  CYIIECTBYIOIIHNX)
paccMaTpUBaIOTCS BOIIPOCHl MHPOPMALIMOHHOM Oe30macHoCTH?

- 3axoH «O 3amuTe HHOOPMAIHI»

+ 3akoH «O06 nHpopmManuy, HHGOPMAITMOHHBIX TEXHOJIOTUAX U O 3aIIUTE UH(OPMALH»

- Uapopmanmonnsiit kogexc PO

+ YronoBHbIN Kogekc PD

24. 3a xakue BUJbI IPECTYIJICHUH B 001acTH HH(POPMALIMOHHON 0€30MaCHOCTH MPEyCMOTPEHBI
Haka3aHus B YTOJIOBHOM Kojiekce PD?

+ HempaBOMEPHBIN JOCTYI K KOMITBIOTEPHOU HH(OpMaIIUn

+ co3/anue, UCIOIb30BaHUE U PACIIPOCTPAHEHHE BPEAOHOCHBIX MPOTPaMM

- MCTIOJIb30BaHKE KOHTpadaKTHON MPOAYKLIUN

+ HapylIeHue MpaBuil dKcIuryaTanuu 9BM

25. 3a kakue BUABI MPECTYIUICHUH B 00JIacTH MH(POPMAITMOHHONW 0€30MacHOCTH B YTOJIOBHOM
koaekce PO npexycmorpeno JIMIIEHUE CBOBO/IbI?

+ HenmpaBOMEPHBIN JOCTYI K KOMIIbIOTEPHOU MH(OpMaluu

+ co3gaHue, CIOJIB30BaHNE U PACIIPOCTPAHEHNE BPEJOHOCHBIX IIPOrpaMM

- MCII0JIb30BaHNE KOHTPa(aKTHON NPOAYKLUN

+ HapyuieHue NpaBu dKcIryatanuu OBM

26. K kakoMmy Kjaccy OTHOCSITCS CTaHJApThl, PETJaMEHTUPYIOIIHUE pPA3TUYHBIE ACHEKTHI
peann3aluy U UCTIOIH30BaHUSI CPEJICTB U METOJIOB 3aIUTHI?

- OLICHOYHbIE

+ crienuduKan

27. Kakoii u3 epeynciIeHHbIX cTaHaapToB PO, sBnsiercs Hanbosee MoHBIM Ha JAHHBI MOMEHT
U Ha3bplBaeTcs Takke «OOIMe KpUTEpUU OLEHKH Oe30MacHOCTH HH(GOPMAIIMOHHBIX
TEXHOJIOTHUI»?

- 'OCT P 50922-96 3amuta nnpopmannuu. OCHOBHbIE TEPMUHBI U OIIPEICIICHHS.

-'OCT P 51275-99 3amura undopmanuu. O0beKT HHPOpMaTH3aUN

+T'OCT P UCO/MDK 15408 MeTobl U CpeacTBa 0OecTieueHns: Oe30MacHOCTH

28. Kakue U3 nepeyrcieHHbIX CTaHIapTOB ABIs0TCS Poccuiickumu?
+T'OCT P 50922-96
+ P 50.1.053-2005
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+T'OCT P UCO/MDBK 15408
- ISO/IEC 27000

- BS 7799-1:2005

- «OpanxeBasi KHATa»

- «KpacHas kHura»

29. Kak ounmanbHO Ha3bIBAETCS CTAaHAAPT, OOBIYHO YIIOMUHAEMBIH Kak «OpaHxKeBast KHUTa»?
- Kpurepun 6e3onacHoct ”HGOPMAMOHHBIX CHCTEM

- Kputepun 6e30macHOCTH KOMIBIOTEPHBIX CUCTEM

+ KpuTepun onieHKH JOBEPEHHBIX KOMIBIOTEPHBIX CUCTEM

- Kputepun oneHku HHPOPMALMOHHBIX CHCTEM

30. BeiOepu BepHBIE OTBETHI:

+ OpankeBasi KHUTa SIBJISIETCS MPApPOAUTENIEM MHOTHX HAIIMOHAJIBHBIX CTAaHIAPTOB
6e3onacnoctu 1IC

+ OpankeBasi KHUTa OLIEHUBAeT cTeneHb noBepus Kk MC B 3aBucumMoctu ot ucnoinbszyemoii B UC
MOJIEJIH YIPABJIEHUS JOCTYIIOM

+ OpankeBast kHUra papadorana B CIIIA

- OpankeBasi KHUTA sBJsieTCss bpuTtaHckuM cTangapToM

31. JIrobas mHPOpMAIUS, OTHOCSIIAACS K OMPEACICHHOMY MM OMpPEeieMOMY Ha OCHOBAaHUH
Takoi uHpopMauu GU3NIECKOMY JIUIY, OTHOCUTCA K ...

+ HepCOHAIbHBIM JTaHHBIM

- TOCYJJapCTBEHHOM TailHe

- KOMMEPUYECKOU TaliHe

- JIMYHBIM TaHHBIM

32. YTo U3 nepeunciIeHHOro OTHOCUTCSI K OCHOBHBIM CIIOCO0aM HapyIIEHUs! aBTOPCKUX MpaB?
+ HE3aKOHHOE KOIMHUPOBAaHUE

+ HE3aKOHHOE pAaCIpPOCTPaHEHUE

+ maruar

- KOIIUPAUT

33. Uro u3 mepevnciieHHOT0 OTHOCUTCS K TEXHHYECKHM METOJaM 3alllUThl aBTOPCKUX MpaB Ha
MPOTrPaMMHBIC TIPOTYKThI?

+ BIEKTPOHHBIH KITFOY

+ cepuifHbIi HOMep (KJII0Y, KOJT aKTUBALIUN )

+ OpUTHHANBHBIN (JTMIIEH3MOHHBIN) KOMITAKT-IUCK

+ npenocraBiieHre PYHKIIMOHATA ITUX Iporpamm, kak cepsuca (On-Line)

- HEBO3MOXHOCTH TIOJIHOIIEHHOTO MCITOJIb30BaHHsI IPOTPaMMHOTO IPOTyKTa Oe3

COOTBETCTBYIONIEH MOJJICP)KKU CO CTOPOHBI pa3paboTanKa

34. WccnenoBanne BO3MOXKHOCTH JemmdpoBaHusi uWHpopManmuu 0Oe3 3HAHUS — KIIOYCH,
Ha3bIBAETCH ...

+ KpUIITOAHATTN30M

- KPUITOJIOTUEN

- KPUITOCTOMKOCTBIO

35. IIpomecc W3BIICUEHHS OTKPBHITOrO TEKCTa M3 3amM(POBAHHOTO C HCIOJIB30BAaHUEM
KpUNTOTpapuUECcCKOro KIo4a, Ha3bIBaeTcs . ..
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+ pacmmdpoBanuem
- KPUIITOJIOTHEN
- nemuppoBaHUEM

36. Kpunrorpaduueckre MeTo I, UCTIONB3YIOMME U I MH(pOBaHus, U U Iemn(pOBaHUSL
OJIMH ¥ TOT K€ KJIIOY, Ha3bIBAIOTCH ...

- METOJAaMHU aCUMMETPUYHOTO MHU(PPOBAHUS

+ MeToJaMi CHMMETPHYHOTO MM (pOBaHHS

37. Ilpu cummeTpuuHOM MUGPPOBAHUHU COOOIICHHE MU(PYETCS IPH ITOMOIIIH ...
- IBYX KJIHOYEH

+ 3aKpBITOrO KIJII0Ya

+ OJHOTO U TOI'O K€ KJIro4a

- OTKPBITOTO KJII0Ya

38. UTo u3 nepevnciIeHHoro OTHOCUTCS K METO/1aM CUMMETPUYHOTO MUuppoBaHus?
+ mmdpoBaHne raMMHPOBaHUEM

+ mudpoBanue 3aMeHOM

+ mudpoBaHue NepecTaHOBKON

- 1M (pOBaHUE C OTKPHITHIM KIIHOYOM

39. Kak emie Ha3pIBaeTCs MU POBaAHUE 3aMEHOM ?
- IepeCTaHOBKA
+ IMOJICTAaHOBKA

40. Kak Ha3piBaeTcs muQpoBaHHE 3aMEHOH, NpPU KOTOPOH MCIONB3yeTCs HECKOIBKO
anpaBuToB?

- MOHO(OHUYECKOE

+ nonuangaBuTHOE

- MHOTOKOHTYpPHO€

41. Kak Has3bplBaeTcsl MM(pOBaHUE 3aMEHOW, MPH KOTOPOH [uIs PpEIKO BCTPEUAIOLIMXCS
CHMBOJIOB TIPUMEHSIFOT OJIMH ayi(haBUT, a JIJIsl 4ACTO BCTPEUYAIOIINXCSI — HECKOJIBKO?

+ MOHO(OHHYECKOE

- nosinangaBUTHOE

- MHOTOKOHTYpPHOE

42. llludppoBanue ¢ UCHONB30BaHHEM B KadecTBe TramMmbl uuciaa [lu, oOTHocuTCS K
raMMHPOBAHUIO C ...

+ OECKOHEUHOM raMMOM

- KOHEYHOH JIIUHHOI raMMOH

- KOHEYHOU KOPOTKOM raMMoH

43. Kpunrorpagudeckre METOAbI, UCTIONB3YIOMINE U 7S IMH(PPOBaHUs, U A AemudpoBaHus
JIBA Pa3HBIX KJTFOYA, OJTUH U3 KOTOPBIX 3aKPBITHIA, APYTOM OTKPBITHIN, HA3BIBAIOTCA ...

+ MeToJlaMU aCUMMETPUYIHOTO TP POBAHUS

- METOJIaMH CUMMETPUIHOTO TP POBAHUS

44. Tlpu acuMMETpUYHOM KU (POBAHUM COOOIICHNUE MUPPYETCS MPU MTOMOIIH ...
- 3aKpBITOTO KJIIOUYa
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- OJTHOT'0 U TOT'0 K€ KJIIo4a
+ OTKPBITOIO KJIIo4Ya

45. Bpibepu BepHOE MOHSTHE 3IeKTpoHHOM noanucu (DI1):

+ OII — 310 pexBuzut DJIEKTPOHHOI'O nokyMmeHTa, npeaHa3Hau€HHbIN U1l yA0CTOBEPEHUS
HMCTOYHUKA JAHHBIX M 3alUTHI JAHHOTO 3JIEKTPOHHOTO JoKyMeHTa oT [IOJEJIKN

- OII — 310 pexkBuzur BYMAXHOI'O nokymMmeHTa, npeHa3HAYE€HHbIHN 151 y10CTOBEPEHUS
HMCTOYHHUKA JAHHBIX W 3alUATHI JAHHOTO 3JIEKTpOoHHOTO fokyMeHTa ot [IOIEJIKN

- OII — 310 pexkBuzut DJIEKTPOHHOI'O nokymeHnTa, npeaHa3Hau€HHbIN U1l yA0CTOBEPEHUS
MCTOYHUKA JAHHBIX U 3alUThl JAHHOTO 3JIEKTPOHHOTO TIOKYMEHTa OT
HECAHKIIMOHNUPOBAHHOI'O UCITIOJIb3OBAHU A

46. IIpeoOpa3oBaHue BXOJHOIO MAaCCHBA JAHHBIX IMPOU3BOJILHOM JJIMHBI B BBIXOJIHYIO OUTOBYIO
CTPOKY (PMKCUPOBAHHOM [UIMHBI, Ha3bIBACTCH ...

+ XOIIMPOBAaHUEM

- DJIEKTPOHHOU MOJIUCHIO

- KOOJUPOBAaHUEM

47. DnexkrponHas noanuck (JI1) obecrieunBaer:

+ YAOCTOBEpeHNE HCTOYHMKA JIOKYMEHTa

+ 3amMTy OT U3MEHEHHUH JOKYMEHTA

- 3aIIUTY OT HECAHKIIMOHUPOBAHHOTO HCIIOJIb30BAHUS
+ HEBO3MOXKHOCTh OTKa3a OT aBTOPCTBA

48. st cozmanus DI1 ucnons3yeres ...
+ 3aKPBITHINA KIIIOY
- OTKPBITBINA KJIIOY

49,  Kakue W3 TEpPEUMCIICHHBIX aJTOPUTMOB MIM(POBAHUS TPEAHA3HAYCHBI IS CO3TaHUS
xeu-QyHKIui?

- DES

+ MD5

+ SHA

- AES

50.  Kakue U3 nepeyrcieHHbIX AITOPUTMOB OTHOCATCS K CHMMETPUYHBIM?
+ DES
- RSA
+ AES
- MD5

51.  Kaxwue 13 nepeyrcaeHHbIX aITOPUTMOB OTHOCSTCA K aCHMMETPUYHBIM?
+ RSA

+ DSA

- AES

+ MD5

52. Kakue u3 nepeuncnennsix anroputmoB mmgppoBanuss HE MOI'YT wucnons3oBaThes B
Poccuniickux rocy1apCTBEHHBIX YUPEKICHUAX ?

-T'OCT P 34.10-2001
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+ MD5
+ SHA
+ IDEA
+ AES

53. [Tpomecc coobmeHnst CyObeKTOM CBOETO HMEHHU MJIM HOMEPA, C IEIbI0 OTIIMYHUTh JTaHHBIN
CYOBEKT OT APYTUX CYOBEKTOB, HA3bIBACTCS — ...

- aBTOpU3aIUEH

- ayTeHTH(pUKanen

+ uneHTuduKanuen

54. [IpenocraBieHne cyObEKTY HEKOTOPBIX MPaB M MPOBEPKA WX HATWYHSI, HA3bIBACTCS — ...
+ aBTOpHU3aLUEH

- ayTeHTU(DHUKaIIen

- uaeHTUUKAITIEH

55. [Tpouienypa mpoOBEpKH COOTBETCTBHS CYOBEKTa M TOTO, 32 KOTO OH IIBITacTCs cebs
BBIJIaTh, C TIOMOIIbI0 HEKOH YHUKAJIbHOW WH(POPMALIUH, HA3bIBACTCS — ...

- AaBTOpU3ALUEN

+ ayreHTudukanmei

- UAeHTUUKAITICH

56. K xakomy BUy ayTeHTU(PHUKAIIMOHHBIX CYITHOCTEH OTHOCSTCS NapoJu?
- HEUYTO, YEeM BIIAJICET CyOBEKT

+ HEYTO, UTO 3HAET CYyOBEKT

- HEYTO, YTO SBJISIETCS YacThIO CyObeKTa

57. K kakomy Buay ayTeHTU(UKAMOHHBIX cylHocTel oTHOCcUTCst USB-Kkimou?
+ HEYTOo, 4eM BJa/ieeT CyOBbeKT

- HEYTO, YTO 3HAET CYOBEKT

- HEYTO, UTO SBIISIETCS YacThIO CyOhEeKTa

58. K xakomy BUY ayTeHTU(PHUKAIIMOHHBIX CYITHOCTEH OTHOCSTCS OTIIEYATKU MATBIEB?
- HEYTO, YeM BIIaJICeT CyObEKT

- HEYTO, YTO 3HAET CyOBEKT

+ HEeuTo, UTO ABJSAETCA YaCThIO CyObEKTa

59. Uto M3 NepevucIeHHOro TNPUMEHSIeTCS Ul TOBBILIEHHUS HAJEKHOCTH MNapOJIbHOU
ayTeHTU(UKauu?

- ACII0JIB30BAHNE E€AMHOTO NapoJIs ISl BCEX CEPBUCOB

+ UCMOIB30BaHUE OJHOPA30BBIX MApOIEH

+ orpaHMyY€eHNE YKCiIa HEYAAuHbIX MONBITOK BBOJIA

+ neproanyeckas CMeHa IapoJien

60. Kakue u3 npuBeneHHbIX mpuMepoB napoieit MOXHO cunrtaTh Haje:)KHBIMUA?
+ g1f2h3j4k5m6

- c1%d

- 1234567890

+ y&T7h2*sv
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61. Kakoif MeTo/ maposibHOil ayTeHTHHUKAIMK Oosiee HalexKeH?
+ Ha OCHOBE OJHOPA30BbIX IMAPOJIEH
- Ha OCHOBE MHOT'OPa30BBIX MapoJIei

62. Uro u3 cebs mpecTaBisieT mporpaMMHbIid npoaykt Kerberos?
+ cepBep ayTeHTH(UKAIH

- cepBep UAeHTU(UKALUSA

- IIGHTP aBTOPU3AIHH

63. TIporcXOauT I MPH KCIIOJIB30BaHMK ITporpaMMHOro npoaykra Kerberos mepenaua maposeit
o cetu?
+ HeT

-J1a

64. Jlumo wim mporecc, NEHCTBHE KOTOPOTO PETIAMEHTHUPYIOTCS TPaBHJIAMHU pa3rpaHUdCHHUS
JOCTYTIa, HA3bIBACTCA ...

+ cyOBeKTOM

- 00BbEKTOM

- KJIMEHTOM

- II0JIB30BATEJIEM

65. Eaununa nH(pOPMAaMOHHOTO pecypca aBTOMAaTH3MPOBAHHOM CHCTEMBI, IOCTYI K KOTOPOU
periIaMeHTHPYEeTCs MPaBUIIaMH pa3rpaHUUEHHsI IOCTYTIa, Ha3bIBACTCA ...

- cyOBeKTOM

+ 00BEKTOM

- KJIUEHTOM

- (paitiom

66. Kak eme Ha3pIBaeTCS MaHAAaTHOE YIIPABICHHE JOCTYIIOM?
+ NPUHYIHUTEIIFHOE

- IPOU3BOJIEHOE

- poneBoe

- n30upaTenpHoe

67. Kak emre Ha3pIBaeTCs MPOU3BOJIEHOE YIIPABICHUE JIOCTYIIOM?
- MaHJaTHOE

+ IMCKpEIMOHHOe

+ n3buparenpHoe

68. B kakoif Moaenu yrpaBieHUs JOCTYIIOM IPUMEHSIOTCS CIIUCKH U MAaTPHUIIBI ToCTymna?
- MaHJATHOH

+ TUCKPELIMOHHOMN

- poneBou

- II000#

69. B kakoil Mojenu ympaBlIeHHS JOCTYIIOM TPUMEHSIOTCS METKH O€30MacHOCTH
(xoHpUAEHINATBHOCTH)?

+ MaHJAaTHOU

- TUCKPEMOHHOMN

- poJIeBOM
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- 11000

70. KTo ycTaHaBnMBaeT IpaBa JOCTYNAa K KOHKpeTHoMy o0bekry B JIMCKPELIMOHHOM
MOJIETIH YIIPABJICHUS JOCTYIIOM?

- 1000 10JIb30BATEID

- TOJIBKO CUCTEMHBIN aIMUHUCTPATOP

+ Biajenen o0beKTa

- cama cucTeMa

71. KTo ycTaHaBiMBaeT mpaBa JOCTYHa K KOHKpeTHOMY 06bekTy B MAHJATHOWM monemn
yIPaBJIEHUS 1OCTYIOM?

- 11000M MOJIb30BaTENb

- TOJIBKO CUCTEMHBIN aJIMUHUCTPATOP

- Biazener o0beKTa

+ cama cucrema

72. Knaccuueckasi cUCTeMa JTUCKPEIMOHHOTO YIPABJICHUS JOCTYNOM, TakKXe Ha3bIBaeMast
«3aKpBITOI» MOAPA3yMEBAET, YTO U3HAYAIBHO ...

+ 00BEKT HE IOCTYIIEH HUKOMY, U B CIIUCKE MIPaB JOCTYIA OMICHIBACTCS CIIMCOK Pa3peIIeHHi

- 00BEKT IOCTYIIEH BCEM, U B CITUCKE MPaB JIOCTYIIa ONUCHIBAETCS CIUCOK OTpaHUYeHUN

?

73. Kakass  Mozenb  ympaBieHMs  JOCTYIOM  OOECHEeYMBAeT  HAWIydIIyl0  3alluTy
KOH(HUIECHIIMATHHOCTH?

- TUCKpELMOHHAs

+ MaHaTHas

- poneBas

- mo0ast

74. Yto 13 MepeyncIeHHOT0 TOHUMAETE MOJT TEPMUHOM KypHaJIUpOBaHue?

- aHAJIM3 HaKOIJICHHOM nHpopManun

- cOOp 1 HaKoIJIeHHE NHDOPMALIUU O cOObIMUSAX, TPOUCXOIAIINX B HH(OPMAIITMOHHOMN CHCTEME
+ mporiecc 3anucu HHPOPMALIUU O IPOUCXOAIINX ¢ KAKUM-TO 0OBEKTOM COOBITUSAX B KYpHaI

75. YTO U3 nepeunciieHHOr0 IOHUMAaeTe MO TEPMUHOM ayTuT?

+ aHaNIM3 HAKOIJIEHHOW MH(pOpMaluu

- cOOp U HaKOIUIEHHEe MH(OPMAIH O cOObIMuUsAX, IPOUCXOAALINX B MH()OPMAIIMOHHON cUcTeMe
- [IPOLIECC 3aIMCU UHPOPMAIIH O TPOUCXOASIIUX ¢ KAKUM-TO O0BEKTOM COOBITHSX B KypHall

76. B akTHBHOM ayAuTe K OMIMOKaM TIEPBOTO POAA OTHOCHUTCS?
+ IpomycK aTaku
- TIO)KHOE cpabaThIBaHME

77. JleWicTBHs, BBITIOJIHSIEMbIE B paMKaxX UMEIOIINUXCS TIOJTHOMOYNN, HO HAPYIIIAIOIINE TTOJTUTHKY
0C30IMaCHOCTH, HA3BbIBAIOTCS — ...

- IPUCBOEHUEM ITOJTHOMOYMI

+ 310ynoTpediIeHneM TOTHOMOYHSIMH

- HApYIIEHUEM TTOJTHOMOYHIA

78. Kakue u3 nmepeunciieHHbIX (DaiIOBBIX CHCTEM OTHOCSTCS K )KYPHATHPYEMBIM?
+ NFS+
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+NTFS
- FAT32
+ ext3fs
- ext2fs

79. Yto U3 nepeyrciIeHHOr0 MOKET Ha3bIBATHCSl MEKCETEBBIM 3KpaHOM?

+ anmapaTHoe CpPeJCTBO, OCYIIECTBIISIONIEE KOHTPOIb U (GHIBTPALIHIO MPOXOISIINX Yepe3 HEro
CETEBBIX MAKETOB B COOTBETCTBUU C 33JaHHBIMU IIPaBUIIAMU

+ mporpaMMHOE CPECTBO, OCYLIECTBIISIONIEE KOHTPOIb U (HIIBTPALIUIO IPOXOISAIINX Yepes3
HEro CETEBbIX IMAKETOB B COOTBETCTBUU C 3a/IaHHBIMH NPaBUIAMHU

- CIy»0a B KOMITBIOTEPHBIX CETSIX, TIO3BOJISIONIAS KJIMEHTAM BHITIOJIHSITH KOCBEHHBIE 3aIIPOCHI K
JIPYTUM CETEBBIM CITy>KOam

80. Urto 13 MepeyrcIeHHOrO SIBISCTCS CHHOHUMOM TEPMHUHA «MEKCETEBOU KpaH»?
+ OpanaMay’p

+ Firewall

- IPOKCH

- QHTUBHUPYC

81. KakoBa oCHOBHasl 3a/1aua MEXCETEBbIX IKPAHOB?

- obecrieueHue JocTyna ¢ KOMIIbIOTEPOB JIOKaJIbHOM cetu B IHTepHeT

+ 3al11Ta KOMIIBIOTEPHBIX CETEN WM OTAEIBHBIX Y3JI0B OT HECAHKIIMOHUPOBAHHOI'O AOCTYIIA
- aHOHMMHU3aIKA JOCTYIIa K Pa3IMYHBIM pecypcaM

82. Kakue cymecTByIOT BHIIBI CETEBBIX 3KPAaHOB B 3aBUCHMOCTH OT OXBaTa KOHTPOJIHUPYEMBIX
IIOTOKOB JJAHHBIX?

+ MexceTeBble (TPaAULIMOHHBIC)

+ nepcoHalbHbIC

- JIOKaJIbHbIE

83. Kakumu U3 nmepeyrcieHHbIX BO3MOKHOCTEH 001a1al0T MEKCETEBbIE IKPAHBI?
+ ¢unpTpanus gocTyna

+ KOHTpPOJIb JOCTYyIIa

+ yBeJIOMJICHHE O MOJI03PUTENIbHON AEATEIbHOCTH

- oOHapyKeHUE BPETOHOCHBIX MPOTPaMM

84. Kakue orpanuueHusi MOTYT BO3HHUKHYTh IPH HCIIOJIB30BAHUN MEKCETEBBIX IKPAHOB?
+ OJIOKMPOBaHHE HEKOTOPBIX CETEBBIX CIYkO

+ CHI)KEHUE IIPOITYCKHON CLIOCOOHOCTH

- HEBO3MOXHOCTb BbIX0/1a B ceTh MIHTepHeT

- HEBO3MOKHOCTH MCIIOIb30BAHMUA CMEHHBIX HOCUTEICH I/IH(l)OpMaHI/II/I

85. Kakue pexxuMbl pabOTHI HCIIONTB3YIOTCS B IEPCOHATBHBIX OpaHaMay3pax?
+ UHTEepaKTUBHBIN (00yUeHHMS)

+ 4epHBIN CIIHUCOK

+ OeJbIil CIHCOK

- CEKPETHBIN CIHCOK

86. Kak Ha3bIBaeTcs cny>1<6a B KOMIIBIOTCPHBIX CETAX, IMO3BOJAIOMIAA KIIMCHTAM BBIIIOJIHATH
KOCBCHHBIC 3aIlIPOCHI K IPYTr'UM CCTCBbBIM CJ'Iy)K6aM?
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- Firewall
+ IPOKCU-CEPBEP
- Opanamaysp

87. KakoBbl OCHOBHBIC (DYHKIIMU TPOKCH-CEPBEPOB?

+ obecrieueHne JOCTyIa ¢ KOMITBIOTEPOB JIOKaIbHOM ceT B IHTepHeT

+ 3aIMTa JIOKAIBHOW CETH OT BHEIIHETO JI0CTYIa

+ aHOHUMU3AIHSL JOCTYIA K pa3IHYHBIM pecypcam

- (punpTpaIMs CeTEBBIX TAKETOB B COOTBETCTBUU C 3aJJaHHBIMU TIPAaBHIIAMU

88. Uro u3 mepeyrciIeHHOr0 OTHOCUTCS K BPEJIOHOCHBIM IporpaMmam?
+ Backdoor-yrunuTst

- Backup-ytunutst

+ CeteBble YepBU

+ TpostHCKME TPOTpaMMBI

89. BriOepu BepHBIC BapUaHTHl OTBETOB:

+ BpPEZOHOCHBIE IPOTPaMMBI CIIOCOOHBI 3apa3uTh (aiisl Ha flash-kapre npu e€ yreHun

- BPEIOHOCHBIE ITPOTPaMMBI CIIOCOOHBI 3apa3uTh (aifibl HA ONTUYECKOM JTUCKE TIPU €T0 YTCHUU
+ BpPEZOHOCHBIE IPOTPaMMBI CIIOCOOHBI CTEPETh HHPOPMAIIHIO HA YKECTKOM JIUCKE

90. Kak Ha3bIBaeTcs Mporpamma, paclpOCTPaHSAOLIAsCs IO CETEeBbIM KaHajaM, CIIOCOOHas K
ABTOHOMHOMY IIPEOJOJIEHHIO CHCTEM 3alllUThl, a TAaKXE K CO3/IaHUI0 U JaJbHEHIIEMY
pacpoCTPaHEHUIO CBOMX KOIUI?

- Bupyc

+ CeTteBoil 4YEpBb

- TpostHCKas mporpaMma

91. Kak Ha3pIBaeTcsl porpamma, CriocoOHasi C03/1aBaTh CBOM KOIIMU W BHEAPATH MX B (Paiiibl,
CHCTEMHBIE 00JIaCTH KOMIIbIOTEPA, @ TAK)KE OCYIIECTBIATh UHBIE AECTPYKTHUBHbBIE eHCTBUA?

+ Bupyc

- CeteBoll 4epBb

- TpostHCKast mporpaMma

92. Kak Ha3pIBaeTcs TMporpamMma, OTJIAYAMOMIAsCS OTCYTCTBHEM MeEXaHW3Ma CO3JaHUs
COOCTBEHHBIX KOIUI M MPOHMKAIOIIAs B KOMITBIOTEP O] BUJIOM MOJIE3HBIX ITporpamm?

- Bupyc

- CeteBoil 4epBb

+ TposiHCKast mporpamMma

93. Kakue BuABI BPEIOHOCHBIX IMPOTPAaMM CO3JAIOT CBOM BHPYCHBIE KOIUU B 3apak€HHOM
KOMITIbIOTEpE?

+ Bupycsl

+ CereBble UepBU

- TpostHCKHE TpOTrpaMMBbI

94. Kaxkue tursl (haitJIoB CIIOCOOHBI 3apa3uTh (PaiisIoBbIe BUPYCHI?
+ exe

+dll

- avi
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- doc

95. Kaxkue tursl (hailioB CiocCOOHBI 3apa3uTh MAKPOBHPYCHI?
- exe

+ xls

+ doc

- txt

96. Kakue Tursl (haitioB ciocoOHBI 3apa3uTh CKPUIT-BUPYCHI?
- exe

- doc

+vbs

+js

97. Bupychl, KakoTo BUIa MOCTOSHHO HAXOJISATCS B OIIEPATHBHON MaMSATH KOMITbIOTEpa?
+ pe3uaEHTHEIE
- HEPE3UAECHTHBIE

98. Kakue u3 nepeuncieHHbIX BUJOB YePBEH ObIBAaIOT?
+ P2P

- 3arpy3ouHble

+ IlouroBbIe

+ CereBble

- Daitnoselie

99. Ilo BBIMIONHAEMBIM QYHKIIHSIM TPOSTHCKUE MPOTPaMMBbI OBIBAIOT:
+ KitaBuatypHbIe OITTHOHBI

+ BeiMorarenu

+ [Toxuturenu naponei

- MOHHUTOpPHBIE IIMHOHBI

+ MoauduxaTopsl HacCTpoek Opay3epa

100. Kaxkwue criocoObl MPOHUKHOBEHHS B KOMITBIOTEP UCTIOIB3YIOT TPOSTHCKHE TTPOTPaMMBbI?
+ Koonepanus

+ MackupoBka

- [Tomumopduszm

- CkaHupOBaHUE IOPTOB

101. YTOo W3 MEpeuMcCIEHHOTO MOKET SIBISATHCS NMPUYUHAMH TPOHUKHOBEHHUS BPEIOHOCHBIX
IIPOrpaMM B KOMIIBIOTEP C YCTAHOBJICHHON aHTUBUPYCHOM IIpOrpaMmoii?

+ AHTUBUPYC OTKJIIOUEH

+ Bupyc emie He U3BECTEH AaHTUBUPYCY

- Ucnionw3yercs GecriaTHBIN aHTUBUPYC

+ YcrapeBiiue aHTUBUPYCHbIE Oa3bl

102. T'me cnenyer uckaTh NPOSIBICHUS MPUCYTCTBUSL BUPYCOB B cuUcTeMe?
+ gucneryep 3anaq

- [IaHeNb YIPABICHUS

+ CHCTEMHBIN peecTp

+ aBTO3arpyska
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103. Yto u3 mMEepeyucICHHOTO OTHOCHUTCS K OpPraHHU3al[MOHHBIM METOJaM 3alllUThl OT
BPEIOHOCHBIX ITPOrpaMm?

+ He oTKpbIBaTh MOYTOBBIE COOOIICHHUS OT HE3HAKOMBIX OTIIPaBUTEICH

+ [IpoBepsATh Ha HaTMYKE BUPYCOB (hailiibl, 3arpykaeMbie U3 cetu MHTepHET

- Ucnons3oBath OpaHaMay psl

- YcraHaBnuBaTh OOHOBIICHUS ONEPAIIMOHHON CUCTEMBI

+ PerynsipHO OOHOBIIATh AHTHBUPYCHBIE 0a3bI

104. Yt0 U3 nepeyucieHHOro OTHOCUTCS K TEXHUYECKUM METOJIaM 3alllUThl OT BPEIOHOCHBIX
nporpamMm?

- He oTKpbIBaTh MOUYTOBBIE COOOLICHHS OT HE3HAKOMBIX OTIIPABUTENIEH

+ Hcnonb30BaTh OpaHaMayspsl

- PerynsapHo 0OHOBIATh aHTUBUPYCHBIE Oa3bl

+ YcranaBiuBaTh OOHOBJICHHS MPUKIIAJIHBIX IIPOTPaMM

+ YcraHaBnuBaTh OOHOBIJIEHUS ONEPALMOHHON CHCTEMbI

+ Wcnonp30BaTh aHTUCTIAM-(QHIIBTPBI

105. TexHomnoruss OOHApPY)KEHHUS BPEIOHOCHBIX IPOrPAMM, OCHOBAHHAs Ha HAXOXICHUH,
YHHUKaJIbHAsg TMOCIEOBAaTEeIbHOCTH OalT, MNPUCYTCTBYIOUIEH B JaHHOM BHpYyCcEe U HE
BCTpEYaloLIeiics B IPYyruX NporpaMmax Ha3bIBaeTcs — ...

+ CurHaTypHbIM aHAJIU30M

- BepoATHOCTHBIM aHAJIM30M

- OMyJIALIMOHHBIM aHAJIU30M

106. Kakue TeXHOJOTUM OTHOCATCS K TaK Ha3bIBAEMOW IMPOAKTUBHOM 3aIuTe?
+ IToBeneH4yeckuii aHAIN3

- CurHaTypHsbli aHanu3

+ ITecounumna

+ DBpUCTHYECKUN aHATIN3

107. Yto M3 mepeyucieHHOro CrocoOeH MPOU3BECTH aHTUBUPYC C HailleHHON BpEelIOHOCHOMN
nporpamMmoii, ucnonb3yss CUI'HATYPHBIE metonbl o6HapykeHus?

- Beiath coo01ieHne 0 HaJuyue Mo103pUTEIBHOI0 00BEKTa

+ OtnpaBuTh Qailsl B KapaHTHH

+ ITonbITaThCs BHUICUUTD (haiis

+ VY aanute nHGUUIMPOBAHHBIN (aiin

108. Uro W3 mepeuyncCIIEHHOTO CIOCOOCH MPOM3BECTH AaHTUBUPYC C HAMJICHHON BPEIOHOCHOM
nporpammoii, ucnois3ys BEPOSTHOCTHBIE merons oOHapykeHus ?

+ Beimath coobiieHne 0 HaIMIre MoA03PUTEIIEHOTO 00bEKTa

- OTnpaBuTh (aii B KapaHTHH

- [TonbITaThCst BEUICUUTH (Paiii

- Y 1anuth nHUIMPOBAHHBIN (aiin

109. Yto BXOAUT B MUMHUMAJIbHBIA HA0Op BO3MOXHOCTEH OOBIYHOTO aHTUBUpYCA?
- bpanamaysp

+ MoJysb 0OHOBIIEHUS! aHTUBUPYCHOM 0a3bl

+ Monurop

+ Ckanep
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- [IpoakTrBHas 3amuTa

110. Kakoil MOAynb aHTHBHPYCHOW IpOTpaMMBbl TpOBEpsieT Bce (Hailibl U IMPOLECCHI,
HaxOJsIIMecs B ONIEpPaTUBHOM maMsiTu?

- Moaynb 0OHOBIIEHUSI aHTUBUPYCHOM 0a3bl

+ Monutop

- Ckanep

- bpanamaysp

111. Kakoil Moayib aHTHBHPYCHOW IIpOrpaMMbl IPOBOJUT IIOJIHYIO IPOBEPKY (aiiaoB
XpaHAIMUXCs Ha BCEX HOCUTEIAX HH(OpMaIiu?

- AHTHXaKep

- Monurop

+ Ckanep

- bpanamaysp

112.  Yewm otnuyaeTcst 00Ja4HBIA aHTUBHPYC OT OOBIYHOTO?

- He ymeer neunts 3apakeHHbIE (Qaiiiibl

+ He TpeGyercs 0OHOBISTH AHTUBUPYCHBIE 0a3bl

+ OYHKUMOHUPYET TOJIBKO NMPH HATUYMM MOJKIOUYEHUS K ceTu MHTepHeT
+ AnTHBHpYCHas 0a3za HaxomuTcs B lHTepHETe

113. Kakwum erie TepMHUHOM 0003HaYaeTCs pe3epBHOE KOMTUPOBaHUE?
+ Backup

- Background

- Backdoor

114. Tlpu kakoM BHJIE€ PE3EPBHOIO0 KONMHMPOBAHHUS CO3AETCS INepBas KOIMs IOJHasl, BTOpas —
OTJIIMYHUE OT MEPBOH, TPEThsI CHOBA TOJIHAS U T.J.7

+ muddepeHnraIbLHOM

- MHKPEMEHTAJIbHOM

- UHTETPaJIbHOM

115. IIpu kakoM BHJIE PE3EPBHOIO KONMMPOBAHMS CO3JAETCs MepBasi KOMUS IOJIHAs, BTOpas —
OTJIMYME OT MEPBOM, TPETh — OTJIMUKE OT BTOPOH U T.1.7

- i depeHnraIbHOM

+ MHKpPEMEHTAIbHOM

- UHTETPAJIbHOM

116. Kakoii Bua pesepBHoro konupoBanus 3aHumaer BOJIBIIE Bcero mecta Ha HOCHTENSAX
uHpopmanun?

- mudpepeHnaTbHBIN

+ IIOJIHBIN

- HIHKPEMEHTAJIbHBIN

117. Kakoit Bum pesepsHOro kommposanus camelii DKOHOMHBIM ¢ Touku 3penus
3aHMMAaeMOTr0 MecTa Ha HOCUTENSIX HHGopMauu?

- i pepeHnaTbHBIN

- TIOJTHBIN

+ MHKpEMEHTAJIbHBIN
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118. Kak Ha3pIiBaeTCs BUJ PE3EPBHOTO KOMMPOBAHUS, IPH KOTOPOM CO3JAETCS CBOECOOpa3HBIN
«CHHUMOK» JKECTKOTO JIUCKA U KOMUPYETCS] HA HOCHTEh CEKTOP 3a CEKTOPOM?

- KIIOHUPOBaHHE

- TIOJTHOE

+ co3manue oOpaza

119. Yro u3 nepeuncnennoro HAUBOJIEE nmoaxoauT ajis XpaHeHHUs pe3e€PBHBIX KOMUNA?
- JKECTKHUHU JHUCK

- ONTHYECKUM TUCK

+ nenTa (Kaccera) cTpumepa

120. Yro u3 nepeunciaennoro HAUBOJIEE nmoaxonuT 1uis XpaHeHUs pe3epBHBIX KOMHUiT?
- piremka

+ JKECTKUH AUCK

- ONTUYECKHUH JUCK

121. Kakoii crioco6 pe3epBHOI0 KOMUPOBAHUS OCYIIECTBISIETCS B PEXKUME PEAIbHOTO BpeMeHH?
- BUPTyaJIbHOE

- peaibHOE

- X0I0JHO€E

+ ropsuee

122. Yto u3 nepeunciennoro HE OTHOCUTCSI k cxemam poTanuu pe3epBHBIX KOMHA?
- OJTHOPA30BOE KOMMUPOBAHUE

- «J1e[l, OTell, CHIH»

+ «BaBuioHckas GanrHs»

+ MHKpEMEHTaIbHOE KOMMMPOBAHUE

123. Kakoii Tun RAID nomonHUTensHO COXpaHsieT KOHTPOIbHbIE CyMMbI HH(popMarun?
-RAID 0

-RAID 1

+ RAID 5

- RAID 10

124. Kakoit tun RAID mpenHasHaueH TOJBKO JJIsl MOBBIMICHUS MPOU3BOIAUTEIHLHOCTH U HE
00J1a1aeT N30BITOYHOCTRIO?

+ RAID O

-RAID 1

-RAID 5

- RAID 10

125. Kako#i Tum RAID coctouT m3 2-X TUCKOB M MH(OPMAIHS IOJHOCTBHIO JTyOJIUpyeTcsl Ha
BTOPOM JIHCKE?

-RAID 0

+ RAID 1

-RAID 5

- RAID 10
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126. Kakoit tun RAID mnpenHasHadyeH W s TOBBIMICHHUS TPOU3BOAUTEIHLHOCTH W IS
TTOBBIIICHUS COXPAaHHOCTH JTAHHBIX?

-RAIDO

-RAID 1

-RAID 5

+ RAID 10

127. Kakoe u3 mepedyuclIeHHBIX CPEICTB IMpeIHa3HAYeHO Il MNPENOTBPALICHHS Kpaku
HOYTOYyKa B OOIIIECTBEHHBIX MECTax?

- JlaTuuk nBUKEHUS

- CkaHep OTIEeYaTKOB MaJIbLICB

+ 3amok KeHncunrrona

128. Kakoii Ttmm yueTHOW 3amucu Hauwbosee Oe3omaceH Jis TMOBCEIHEBHOW pabOTHI 3a
KOMITbIOTEpOM?

- AIMMHHCTpaTOpa KOMIIbIOTEpA

- T'ocTh

+ OrpaHuueHHas yuyeTHas 3aruch

129. Kakue u©3 mepedyucIeHHBIX YCTPOHCTB MOTYT COAEPXKATh BCTPOEHHBIN CKaHep
OTIIEYATKOB MAJIbIICB?

+ HoytOyk

+ USB-¢nemka

+ BHemHuii )xeCcTKNUi TUCK

+ Cmapdon

- MouuTOop

130. Kakwue cpenctBa KOMIbIOTEpA MO3BOJISIOT YCTAHOBUTH MApOJb Ha BXO?
- CkaHep OTIeYaTKOB MaJIbIICB

+ Yrunuta BIOS Setup

+ YdeTHast 3anuch MOIb30BATEIS

+ XpaHuTenb 9KkpaHa (SKpaHHas 3aCTaBKa)

131. VYnakoBka mepenaBaeMOW MOPLUH JIaHHBIX, BMECTE€ CO CIY>KEOHBIMU IOJIIMH, B HOBBIH
«KOHBEPT», HA3bIBACTCS — ...

- DKpaHUpOBaHUE

+ TyHHenupoBaHue

- ApxuBanus

132. TexHonorusi, Mmo3BOJAIONIAs OOECHEYUTh OJHO MM HECKOJBKO CETEBBIX COEAMHEHHI
(JTOTHYECKYIO0 CETh) MOBEPX APYTOM CETH, HA3bIBACTCS — ...

- DKpaHHpOBaHUE

- TynnenupoBanue

+ BupryanpHas yacTHas CeTh

133. Kakoii ab6peBuatypoit o603HauaeTcs noHsTue «BupTyanpHas yacTHas ceTb»?
- NAS
- WPA
+ VPN
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134. KoMmbIOTEpHBIN TECT, WUCHOJIB3YEMBIA ISl OMpPENCTCHHs, KEM SBISETCS MOJb30BaTeNb
CUCTEMBI: YEJIOBEKOM UJIH KOMITbIOTEPOM, Ha3bIBAETCS — ...

- bannep

- Kpam-tect

+ Kamua

135. Kakue MeTozpl OrpaHHYEHHsI JOCTYIA IPUMEHSIOTCS B OECIIPOBOIHBIX CETSIX?
- Ckpwrthiid IP-agpec

+ Ckpeitbiii SSID

+ @unprpanus MAC-aapecos

136. Kakwue meTozpl ayTeHTU(DUKAITUN TIPUMEHSIOTCS B OECIIPOBOAHBIX CETAX?
+ WPA ayrentudukanms

+ OTkpbITast

+ ITo MAC-anpecy

- buomerpuueckas

137. Kakwue meTos! mudpoBaHUs MIPUMEHSIOTCS B OECIIPOBOIHBIX CETAX?
+ WPA

+ WEP

- MAC

- VPN

138. Kakoii wmerom mmdpoBaHUS TPUMEHSIEMBI B OECIPOBOAHBIX CETSIX HaWMEHEE
KpUIITOCTOEK?

- WPA

+ WEP

- TKIP

139. Kakoii TMIT KOMIIBIOTEPHBIX CeTel 0OecreunBaeT JIYUIIyHO 3aIIUIIEHHOCTh?
- becipoBoiHBIE
+ IIpoBoHbIE

140. B xakoM MecTe OpraHu3aluM JO0JKHA HAaXOAWUTHCS CEepBEpHAas KOMHATa C TOUKH 3PEHMS
nH(pOpMaLMOHHON Oe30macHoCTH?

+ BJaJIM OT OCHOBHOT'O MTOTOKA IOCETUTENEH

- TOYHO B reorpa(bnquKOM HOCHTPEC OpraHu3anin

- OJImKe K TJIaBHOMY BXOJy B 3/JaHHE

- Omke K KaOMHETY pYKOBOJIUTENS] OpraHU3alUH

141. Yto w3 mEpeYrCICEHHOTO0 MOXXHO HCIIOJIh30BaTh B KAaueCTBE OJJICKTPOHHBIX CHCTEM
OOHapYKEHHUSI 3II0yMBIILIICHHUKOB?

+ OXpaHHYIO0 CUTHAJIM3AIUIO

- KOJIOBBIC 3aMKH

+ KaMephl BUICOHAOTIOICHUS

- MEKCETEBbIE IKPAHBI

142, Kakoif Tum 3aMKa MOET I03BOJIATh YCTAHABIMBATh pPAa3IMYHbIE KOMOWMHAIUM JUIS
Ka)KJIOTO MOJIb30BATENs M BECTU KypHaJl COOBITHI perucTpaiuy nojib30Barenei?
+ DIIEKTPOHHBIN
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- MEXaHNYECKUHU
- 1r0001 KOIOBBIH

143. Kakue Tumbl JaTYUKOB UCHOJB3YIOTCS A (PU3MUECKOM 3alIUThl CEpPBEPHON KOMHATHI?
+ moxapHsbie

+ OXpaHHEBIE

+ IPOTEYKHU BOJLI

- 00pbIBa KabOeIsl MUTaHUS

144. Yto 13 nepeunciIeHHOro OTHOCUTCS K OXPaHHOM CUTHAU3alun?
+ €MKOCTHBIE JaTYUKHU

+ 1aTYuKK IBU>KCHHS

+ nH(pakpacHble (Jla3epHBIC) JATINKU

+ BUOpallMOHHbBIE TaTYUKU

- ILIMOBBIE JTATYUKH

145. Yto 13 nepeunciaeHHOro OTHOCUTCS K MOXKapHOM curHain3auun’?
- EMKOCTHBIE JaTUUKH

+ TENJI0BLIC JaTYUKU

- JATYUKH IPOTEUKU

- BUOpAIOHHBIE TaTYNKU

+ IBIMOBBIC JTaTYUKHU

146. Yro nmpeacrarmsieT coboit komHaTa M T-6e3omacHoctu?

+ MOIYJIbHASI KOHCTPYKIIHSI TUIIA TIOMEIIICHUE B IIOMEIICHUN

- kaOuHeT o0yueHus: THPOPMAIIMOHHOM 0e30MacHOCTH

- IOMEIIIEHUE, B KOTOPOM o0ecIieueHa 3aiiiTa OT MPOCTyIUBaHUS

147. K ypoBHIO obOecrneueHuss HMH(POpPMALMOHHOW O€30MacHOCTU MPEANPHUSATHS OTHOCHUTCS
[TonuTrka nHpOpMaAIMOHHON Ge30macHOCTH?

+ aIMUHUCTPATUBHBIN

- IPOTrPAMMHO-TEXHUYECKUI

- HOPMaTUBHO-IIPaBOBOM

148. Yro m3 mepedncIeHHOr0 MOXXHO cuuTath 3¢ ¢dextuBHON [lomuTHKON MHPOPMAMOHHOMI
0€30MacCHOCTH NMPEANPUATHS?

+ COBOKYITHOCTh HOPMATHUBHBIX JIOKYMEHTOB, HHCTPYKIUH, PETIIAMEHTOB, IIPOLIEAYP U T.II. B

obnactu nH(GOpPMAIMOHHON OE30MaCHOCTH

- KOMIUIEKT MHCTPYKIIMH JUIsl ToJIb30BaTesnel B 001actu HH(OpMallmOHHON 0€30M1acHOCTH

- IaKeT JOKYMEHTOB Ha TeMY MH(POPMALMOHHON O€30M1aCHOCTH

149. Kakum cnocobom gyumie co3gaBath 3¢¢extuBHyo IlonuTuky WHPOPMALMOHHOM
6e3omacHOCTH?

+ pa3zpaboTaTh CaMOCTOSITEIHHO

- B3SITh TOTOBYIO B ceTH MIHTepHEeT

- UCTI0JIB30BaTh cooTBeTcTBYIoM [[OCT

150. Kak nassiBaetcs pazaen lloautuku nHpopMannoHHON 0€30MacHOCTH, MOATBEPKAAIOIINI
3aWHTEPECOBAHHOCTH BBICIIETO PYKOBOJICTBA OpraHM3alMU MpobieMaMu HH()OpMAIMOHHON
Oe3omacHOCTU?
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+ BBOJHBIN pa3nen

- paszen ynpaBJieHus

- FOPUANYECKUI pa3ziel

- pa3zen (GpU3nUecKoi 3alUThI

151. Kak Ha3wBaercs pazaen Ilomutrkyn wHOOpPMAIIMOHHONW OE€30MAaCHOCTH, OIKCHIBAIOIINMA
MOJIXOJT K YIIPABJICHUIO KOMITBIOTEPAMU U CETSIMH MePeIadrl JaHHBIX ?

- BBOJHBIN pazien

+ pasgen ynpaBlICHUSA

- IOpUINYECKUI pa3zen

- pa3zaen (pU3NIeCcKOl 3auThI

152. Kak nHasbiBaetcs pazzaen llomutuku nHGOpMALMOHHON 0€301MacHOCTH, MOATBEPKAAIOLIHI
COOTBETCTBHUE MOJIUTUKN HHPOPMAIIHOHHONW 0€30IIaCHOCTH TEKYILEMY 3aKOHOATEILCTBY ?

- BBOJHBIN pa3zien

- pazzen ynpaBieHHs

+ IOPUANYECKHUN pa3aen

- pazaen GpU3NYEeCKO 3aInTHI

153. B kaxowm pazzaene [lonutuku nahopMannoHHONW 6€301MaCHOCTH MOTYT OBITh ONKCAHBI TUIIBI
MTOMEIIEHUH OpPTaHU3aIMHA U HEOOXOJMMBIE JIJIsi HUX MEphl O€30MMaCHOCTH?

- BBOJIHBII pazjien

- pazzen yrnpasieHus

- IOPUINYECKUN pa3/ielt

+ pazen GU3NYECKOM 3aIUThI

154. Belnenenue mojab30BaTeNIIM TOJIBKO TEX MpaB JOCTyNa, KOTOPble HEOOXOIUMBI UM MAJIs
BBINOJIHEHUS CIYKEeOHBIX 00s3aHHOCTEM, Ha3bIBAeTCS — ...

+ MUHUMU3aLMEN NIPUBWIETUI

- pa3zeneHrueM o0s3aHHOCTEH

- MUHUMHU3anuen o0s3aHHOCTEN

- pa3JesIeHneM IPUBUIIET UM

155. Pacnpenenenue poiieii U OTBETCTBEHHOCTH, TaK YTOOBI OJUH YEIIOBEK HE MOT HApYIIHUTh
KPUTUYECKH BaXKHBIN JIJIST OPraHU3allUU MPOIIECC, HA3BIBACTCS — ...

- MUHUMU3ALUEN TPUBWIETUN

+ paznenenueM 00s13aHHOCTEN

- MUHUMH3AIUeH 00s13aHHOCTEH

- pa3zeneHueM pUBHIIET I

156. B xakux cirydasx He0OXOIUMO JTMKBUIUPOBATE MIPaBa JOCTYIIA ITOJIH30BATENs?
+ Npu yBOJIbBHEHUU COTPY/THUKA

- [IPpU HAXOXKACHUHN COTPYAHUKA B OTITYCKEC

+ npu cMeHEe JOJIKHOCTH COTPYIHUKOM

- [IpU MOJIYYCHHUHU BBII'OBOpa COTPYAHUKOM

3. Tadauna ¢popm TeCTOBbIX 3aAaHUMH

Bcero T3 W3 Hux xonmmyectso T3 B hopme

3AKPBITHIX | OTKPBITBIX | Ha | Ha nopsizox

75




COOTBETCTBHC

mt. % wT. %

wT. %

mT. %

100% 0%

0%

0%

100%

4. Ta0J1M1a 0TBETOB K TECTOBLIM 3aJJaHUAM

BeprIe OTBETHI OTMEUYEHBI 3HAKOM « + », HCBCPHBIC OTMCUCHBI 3BHAKOM « - ».

V. llepeuenb MaTepuaoB, 000pyA0BaHKsI U HHPOPMAIMOHHBIX HCTOYHUKOB,
HCMOJIb3yeMbIX B X0/l€ ATTEeCTAIMH M0 Y4eOHOI INCHUIIHHE

O6opynoBaHne y4eOHOr0 KAOMHETA M TEXHHYECKHE CPeICTBA 00yYeHus :

HaumenoBanue kabunera/ jaboparopuu

OcHamenue kKabuHera/ 1adopaTopuu

Kabunet No 231
JlaGopaTtopust

«MHpOpMaLIMOHHbIE
Kommnbrorepusle cetu. MHCTpyMEHTaJIbHBIE CPEACTBA
pa3pabotku. OpraHu3anus U HNPUHIMIIBI TOCTPOEHUS

MH(OPMALIMOHHBIX CUCTEM)

CHUCTCMBI.

Kowmrnekt yueOHOU meOenu (CTOJBI, CTYIbS,
JIOCKa), KOMIIBIOTEp B cOOpe (CUCTEMHBIH OJIOK
(Intel Celeron 2,5 GHz, 2 Gb), Monutop
Samsung 740N XK, knaBuarypa, Mbliib) - 16

mr., MyJabTuMeauiiHeli  npoektop  NEC
(mepenocHoi) - 1 mT., skpaH Ha mrTatuBe - 1
IIT., JIOKAJIbHAs  KOMIIBIOTEpPHAs  CETh,

KOMMYyTaTop - 1 mr.

NupopmanuonHoe odecniedyeHrne 00yUeHusi:

HaunmenoBanue Y4yeOHO-MeTOoMYecKOe 1 HHGOPMALIMOHHOE 0O0ecniedeHue
yueOHOM qucuMI- Buja nznanus
JINHBI (y4eOHuK, yueOHoe | MecTo u3nanus,
nocodue, U31aTeJIbCTBO,
MeTOAUYeCKHue roJ U31aHMu,
Ha3Banue ABTOp yKa3aHusl, KOJI-BO CTPaHML
NPAKTHKYM M T.II., | /IOCTYNIHOCTh
CChLJIKA HA uHopManoOHH
HH(popMaAMOHHBIH oro pecypca
pecypc)
OIIL.13. OcnoBbl |OcHOBHas JIUTEPATYpa
uHpopMannoHHO |OCHOBBI bapanosa E.K., YuebHuk M.: PUOP:
i 0e30MacHOCTH  |MH(POPMAIIMOHHOM babam A.B. NH®OPA-M,
0e30MacHOCTH 2019. — 202
c.—
(Cpennee
npodeccuona
JbHOE
o0Opa3oBaHmue).
3bC
«AHOYKC»
https://ibooks.ru/r
eading.php?produ
ctid=360593
JlononHuTenpHas JIuTEpaTypa
Texnuueckas 3amutal byOoHOB A.A., VY4ebHuK M.
uH(popMalun B| IIpxeropauHckuit W3 parensckuit
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o0BeKTax B.H., ®omuna HEHTP
uH(HOPMAMOHHON K.IO. «AxageMus»,
HH(]ppacTPyKTyphI 2019. — 272 c.
ObC
«AxageMus»
https://academia-
moscow.ru/catalo
gue/4893/444513/
Nudopmarnmonnas [Tpoxoposa O.B. YueOHuK Cankr-Iletepoypr
0€e30MacHOCTh H : Jlann, 2020. —
3amuTa nHpopmanuu 124 c.
OBC «Jlanb»
https://e.lanbook.
com/book/133924
WuTepHer-pecypcbl
https://ru.wikipedia.org — anekTpoHHast Wurepuer

SHIMUKJIOTEIHS
https://www.intuit.ru — cair
HanmonansHoro OTKpbITOrO
YHuBepcurera 0eCIIaTHOTO
nuctanionHoro ooyuenus B « MHTYUT»
https://habrahabr.ru — MaTepueT-pecypc
st [T-cennaiucToB: MPOrPaMMHUCTOB,
pa3pabOTUMKOB, aAIMUHUCTPATOPOB,
JIN3AHEPOB, ...

V1. lononHeHusi u u3MeHeHus1 K kKoMiiekTy @OC Ha y4yeOHBbIi 1o

Hononuenus u u3meHenus Kk komruiekty @OC na 20 -20  y4yeOHBIN ro1 Mo y4eOHOU
mucuuruinHe OCHOBBI HTH(POPMALMOHHOM 6€30MacHOCTH.

B xommnext @OC BHECEHBI CIEAYIONINE U3BMEHEHNUS: N3BMEHEHUHN HeT.

Hononnenus u usMmeHeHuss B Komuiekte @OOC  o6cyxaeHbI
MH(OPMALIMOHHBIX TEXHOJIOTHH.

« » 20 r. (mpotokomn Ne ).

[Mpencenarens 1IK / /

Ha 3aceganmu 1K
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https://www.intuit.ru/
https://habrahabr.ru/

		2022-10-20T14:42:56+0300
	Шергина Ольга Витальевна




